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R HA. (E1T) AIRAF

VR-3001 STATUS NETWORK FIREWALL VPN INTERFACE SYSTEM

Network Status  network information

Network

Device

Log

# STATUS > Network Status
Connection
Connection Type WAN N Mode DHCP
1P Address Network Mask
Gateway Address Primary DNS

Secondary DNS

LAN
LAN IP Address 192.16€.1.5
LAN1-Status Down LAN2-Status up
LAN3-Status Down LAN4-Status Down

Traffic Statistics

Cellular Link1-Sent 0 bytes Cellular Link1-Received 0 bytes
Cellular Link2-Sent 0 bytes Cellular Link2-Received 0 bytes
WAN-Sent 12582 bytes /AN-Received 83196 bytes

NT LaE N, SEAEESE R T BB U SR R .
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B=F IhAEUH

3.1 RRE

BoR IR MM EATEAE S, RS, R EE. HE%.

3.1.1 MZRES

I R FEA R NZOIRES . LAN FRRSAESE R .

HEFET] Internet Z1EIE WAN FUERE IS, WAN HHERAE S, 1P Mk, S5E, DNS
SE R CINFEAEERIM L 1E, 1P 5555174 0.0.0.0)

EREE] Internet FIRHEZIEIL SIM KM IR, $ 2 BoR SIM RIES3E, ks
R AE . APN W E . 1P Ml 515 B

LAN {5 SAHE 1P sk, DU VUAS LAN FIERRIRES . (UP RN E 4%, Down KR
B ERE) .

mES: RN EORRERER.

fi STATUS > Network Status

Connection

Connection Type WAN WAN Mode DHCP
IP Address 0.0.0.0 MNetwork Mask 0.0.0.0
Gateway Address 0.0.0.0 Primary DNS 0.0.0.0
Secondary DNS 0.0.0.0

LAN
LAN IP Address 192.168.1.1
LAN1-Status Down LAM2-Status Up
LAN3-Status Down LAN4-Status Down

Traffic Statistics

Cellular Link1-Sent 0 bytes Cellular Link1-Received 0 bytes
Cellular Link2-Sent 0 bytes Cellular Link2-Received 0 bytes
WAN-Sent 0 bytes WAN-Received 0 bytes

3.1.2 RE&EER
XTI RS T BRI R A, AL fpfk . CPU FIFE S &
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i STATUS = Device

iE Basic

Device Type:
Device Name:

S/M:

= Version

Hardware Version
Release Date:
Firmware Version:

Upgrade Date:

iE Resource Usage

Dx32001
DX3001_DA90

DXL30011156140010

D¥3001
2015-02-14 04:28:44 PM
Dx32001-0.8.1.2-2016-05-19

2016-05-19 02:33:39

CPU Usage: 6%

Total Memory: 121696KE

Memory Used: 093144KB

Memory Usage: 76%

SD Card Status:

SD Card Capacity: 0

SO Card Usage: 0

AR

%H Eii9%)
Device Type % AR RS

Device Name BRI TR, BIAMH LN VR301 +“_ 7 + “MAC Hilik () j= Pufr”

SIN e H AR 1 7S
® ik
%H Eit:pay
Hardware Version | 47l 1 &3 R BE AR A 5
Release Date TR AR AT H
Current Version | 24T & #IARA S

16
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Upgrade Date % E 5 1T B T I R A A
®  TERBRIEMIE A
%H ity
CPU Usage T CPU HIf =
Total Memory MR
Memory Used S A7 i
Memory Usage YT A o5 L
SD Card Status B & SD RS
SD Card Capacity | SD RHIEfEA &
SD Card Usage SD RHTE I FH R

313 H#E

A UINC S A ) — L

N SN

ZE171

o BFARGHE, #iRAE, HHE. aTeuE

IERGEHZ AR B S B AT RO I H &, R DURERECE .

#i STATUS > Device Logs

Log Type

wInformative log

= Log Content

(Warning log

(Debug log

Timestamp Content
May 19 - )
05:44:04 syslog.info syslogd started: BusyBox v1.22.1
May 19 user.info WATCHDOG[1488]: watchdog enabled!
05:44:12
;‘1;_2:_912 user.info SMSTrigger: [SMSTrigger:1SMSTrigger run in |/dev/ttyUSB1]115200| mode.
;4;"’;;_912 user.err SMSTrigger: [SMSTrigger:]0Open FIFO failed.FD value:-1|errno:2 | retry : 0!
;‘1;_2:_912 authpriv.warn dropbear[1490]: Failed loading /etc/dropbear/dropbear_dss_host_key
gqsa-};-i-glz authpriv.warn dropbear[1490]: Failed loading /etc/dropbear/dropbear_ecdsa_host_key
May 13 authpriv.info dropbear[1536]: Running in background
05:44:12
May 19 . e o mine araee
05:44:13 user.info collection: main.c(517)-main: argc=4
May 19 user.info collection: main.c(518)-main: Path: /var/collection
05:44:13
May 19 . e o I .
05:44:13 user.info collection: main.c(5192)-main: File rotate: 20
May 19 : N e .
05:44:13 user.info collection: main.c(520)-main: Interval: 5
May 19 - )
05:44:13 user.info gre_app: [GRE_APP] gre_app start ...

2 3

4|5

NEXT
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3.2 MZKEE

Mg E, T LLREBM %, BB WAN H/LAN C/SIM R E .

3.2.1 ZEMELRE

A PGB I A% FHERE R Internet, I HIEFHREMES. LR LARCE B sh DI KIL L % .

This page is used for setting up the connection priority. Router provide 3 links to connect to Internet,
include cellular network 1&2 and WAN, user can appoint the connect order in this page.

#i METWORK > Connection Priority

= Connection Priority

Primary Connecticn |WAN v |
Secondary Connection | Disable A |

Tertiary Connection | Disable v |

Auto Detect

Target Address 1 |1 14.114.114.114 ‘
Target Address 2 |8. 8.8.8 ‘
Dial Failure To Restart |Disable v |

ity RINE
Primary Connection
PRSP me i I R WAN
Secondary Connection
R 2 — Y Disabled
Tertiary Connection
AR = (R, Disabled
Auto Detect
AL R X A5 5 FROL o AL R A DA U 48 PR P 2% R A Disabled
Target Address 1

18
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Ei:3o) BNE
IR PO 5% 5 R ) = R N/A
Target Address 1
SR PRGN 5 1) 28 FH Ik N/A
Dial Failure To Restart
WARAR S R, T CLHEAT i B R 2 A B i Ja T BLEEAT R AE SR Disabled

3.2.25IM F 1B

FEKESM R 1S RE. B8, BET, APN, HP LREHERE R
#i- NETWORK > Cellular Link1l

2 Cellular Link1

—
User Name | |
Password | |
APN |39net |

Authorization Mode

“9H(UMTS/3G/35G) v |

Dial-Up Number

Dial-Up Mode |Alwa1,rs online A |

Redial Interval (seccnd)

Redial Times EI{D means always redial)

Max Idle Time EI{D means always online)
Connection Check Interval Esecund (0 means not checked)

Connection Check Times
o

iR BRI

Operator

A LA IS N HL G HEL £ E Bl el b AR AUTO

19



IR F B EEE (21D FRAA ik VPN 7= i f A0
iR H)BRIA
® Auto:HIFEAT, HEARSEEIKRN SIM K1 APN FHERFR.
®  Others: A/ HCOF3HA SIM R KR40
User Name
HAETE “Other” #aUFAREMEH . X R ERIEET APN £\ 15 N/A
WERAPA%ESH
Password
RALE “Other” T ARRMEH. XRIEE BT APN H 115 N/A
e e 2l
APN (Access Point Name)
HATE “Other” X T AR . X2 SIM FIZEHIEER APN. sanet
D A R R ?
Authorization Mod
W N ROEHE AT LIk “Auto”, “PAP” FI“CHAP %R, Auto
Dial-Up Number
RATE “Other” AT ARRMH. S5 EE Lt *99#
Dial-Up Mode
A AR E IR
® Always online: {RAFR & KATEL . TR A& IRS A RINIRHE, BHTHE
%o

® On-demand connection:f 75 EER ! Internet FIiE R A4 4Tk 5 . (H
RS ELD RN, FEUUERD
® Manual connection: WRWITE, FEFIERE

Always online

Redial Interval

B AR T RMUG IR T — RS I RE, k577508 “IR&AE
B CHTERR” I ek U4 A

éﬁ’

30

Redial Times

B SRS KRG R E R R KR, 0 FoREIRRER, Hik5 75K
N CUREAEL” B IR R T R .

Max Idle Time

BEER SRR RN TR), 22 T 2 PR IR (B e A N 6 e e
HAIWITR 5iER, 0 RoxAEBIEIT

180

Connection Check Interval

BB IR S ERRAS RS [ [ BG, BRI 5 BT, WiT
WJE B EIRERE, 0 FoREEFARNIThAE.

60

20
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iR ) BRIA
Connection Check Times
WE MR BRSNS s K BRI, 0 RN TBIRIRE R 5
MTU
WER TIERER R, BRIMEN 1492 1492
3.23SIM R 2 X E
2% SIM K 1HRE. % L.
3.2.4 WAN % B
#fi NETWORK > WAN
IZ WAN Settings
WAN Mode DHCP »
IP Allocation Method
IP Address 0.0.0.0
Metwork Mask 0.0.0.0
Gateway Address 0.0.0.0
Packet MTU 1500
(Don't change the settings unless really need to)
Retrieve DNS Address By:
Primary DNS 0.0.0.0
Secondary DNS 0.0.0.0
Description Default

WAN Mode

21
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Description Default

WAN 3N TJ7 3

WET MBS, WETCY “ZhEs 1P Hhhk” 1 CERS 1P bk

o A IP Ml W FRIEE L IP Mk DHCP

® I IP Hikb:P Hudb&ZH HAEHRE VX (DHCP) 8k 1P
Hohk25 2 th 2%

IP Allocation Method

RIEFEATT B

®  ZNAAREC M DHCP RS &SI IP ik, HERD. G5
=5

ER

o  TIEE: FARE IP bk D, WOCEMRE LR

DHCP

IP Address

WEBHESEAT ENA 1P it 0.0.0.0

Network Mask

WERHZ LAN OFWiERE 0.0.0.0

Gateway Address

RERESRFEAT SMATR R ik 0.0.0.0

MTU

REBEEEAEHETT 1500

Retrieve DNS Address By

BATGER "7 1P hiE” - 3kEX DNS RIS IZ "shAAIRE
HE "FoEE"; BARZIVEE "FS P hi” - 3RE DNS MAHEM DHCP
REEER "FohfaE"

Primary DNS

BEE MBS B E AL RG2S 1P Huhtk 0.0.0.0

Secondary DNS

RERAREAT MM FZRSS=S 1P ithilt 0.0.0.0

3.2.5LAN &

ATIFEZEX LAN ( BER ) #HTIRE - 2ERE IP it - FNEE - DHCP RFB RS

iF

8-

22
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it NETWORK > LAN

iZ LAN Settings

IP Address 1192.168.1.1 |

Metwork Mask |255.255.255_[] |

DHCP Server

Address Lease Time

First IP Address 192.168.1. [100 |
Last IP Address 192.168.1. 200 |
o

i) RIME

IP Address

BERKHZE LAN O IP it 192.168.1.1

Network Mask

WERHZ LAN OFWiERE 255.255.255.0

DHCP Server

DHCP HR4-#:Thetre, BUEAN “JaH” “28H” Enable

Address Lease Time

WHE DHCP R FETHEN IP Huhl R FIRT ), BUERNC—R7. “W

Fr, =g One day
First IP Address
BLE DHCP fiRk 55 ds st hbtn i an sk 192.168.1.100
Last IP Address
WE DHCP k55 % kit 45 Ut it 192.168.1.200

STP

STP HfE 2 W TR BE S, i — A (BB A B B P R A2 B Al —
To BB AR AR TN GE ), 7 11 3R SCAE 2R 8 0 4 o (1 38 A2 RN JERIE 2R . FFJ8%3) | Enable
RE I NI BT AL
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3.3 B KGR E

FXIBIREEEERRE - DMZ RE - IiOMREY - IsOALA ~ URL U8 ~ MAC 238 ~ IP b3S
EENFECENME

3.3.1 Basic (BikBEEARE)

ANFEREEAKIFRE B SPI FiXIEHR SN Ping MR LAN SSH II8EK WAN SSH

THEE °

i FIREWALL = Basic

= Basic Firewall Settings

Firewall |Enable '|
WAN Ping |N0t response ¥ |
LAN SSH ‘Enable |
WAN SSH Disable v |
#iR BRIME
Firewall
B KA DIRETT 5%, ATy “ R 7“4 7. JTJRJa T BARG ik DDOS 45Kt Enable
WAN Ping
BCE AR AN AR Ping fiv4, FIIEME “WARL” “ AN, respo:l:(:d
LAN SSH
WEER Y LAN sl SSH &My, wikdE “BH” “FH7. Enable
WAN SSH
WERS LV WAN il SSH g tids, Wk “mH” “i=H” Disable

3.3.2 DMzZiXE

AIIEEFRE DMZ RS2 -
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#i FIREWALL > DMZ

= DMZ

DMZ Host IP Address I:l

Eii:po BRIME
DMZ Server
DMZ JR55#%IT %, AL “Ja ) “4EH 7 Disable
DMZ Host IP Address
BLE DMZ EHL 1P Huhk. N/A

3.3.3 Port Forward X &

AUEEATREROKRS - SFERERSS - I - KO - RS 1P it - BT "HI0BRE"
R AP ol [E A& PR NG O BRERE -

S “Add A Portforward Rule” T LA hn— 4% 3 11 SR (47350 00)
#i FIREWALL > Port Forward

Add A Portforward Rule

ID Service Name | Protocol Public Port | Server Port | Server IP Address

fid “Add A Portforward Rule” JFI4E R T .

# FIREWALL > Port Forward

2 Add A Portforward Rule

Metwork Services

Service Name | ‘

Protocol

Public Port Single port ¥ (1~B5534)
Server Port Single port ¥ (1~B5534)
Server IP Address 192.168.1. I:l
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Description Default
Network Services
EBEH MRS, TEEES T IR 5 Customized
Service Name
W g LIRSS B AR, SRR R By, TRIGA R, L RadisTr N/A
%, FRAEBREAKKEN 32 MFEA
Protocol
JERRu WL B R A, WTiEH “TCP/UDP”, “TCP”, “UDP”. TCP/UDP
Public Port
WEAMBENL. (EVESHAR) ull, T2 “HR—ugll” 3 “un5uE”; &
P4 2 v G IR, o VS 1~65534, fddfim 1 WA/ F4ET 455w 1. (3% | Single Port
B, MRS CEE Xnm 0, Bl sREE)
Server Port
T PR S LS i 11 =
1. 4hMm IR “HR—unm 0”7 B, g O R RIE R R —um 7
2. MhhE COE R Cuh Va7 B, M DR R a7 B
“ﬁﬁmﬁljtf@”o
3. EBE R, AN ET R 9 S B O
VNS vk = i I P e N B D N G R QP S VAL G 8
AEIHOMREIRBELE R
1:1 B
Public Port Single Port v ||1001 (1-63534)
Single Port
Server Port Single Port ¥ ||30 (1~65534)
N:1 A
Public Port A Port Range  |[1001 -11008 (1~63334)
Server Port Single Port ¥ ||30 (1-65334)
N:N
Public Port A Port Range v | 1001 _|1008 (1~63334)
Server Port A Port Range - ||1001 -|1008 (1-63334)
Server IP Addres
T N 12 RS AR 25 2% 1P Hbdik. 192.168.1.*

Ui R G H T R S3 F11%
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TCP, UDP, TCP/UDP 1~65534 1~65534
TCP 20 21
TCP 80 80
TCP 23566 23566
TCP 6670 6670
TCP 1720 1720
TCP 119 119

TCP/UDP 1723 1723
TCP 23 23

TCP/UDP 27960 27960
TCP 6970 7170

3.3.4 Port Trigger &

FUETERTREROMEA BERERSS RSIAF KFHEE #MAIixOS 8T "ADD A Trigger”
1% P o [0 BS FR 28 TP IN0m A A 5=

S 1 i 52— ol RS i 5 3 11 SR PR B35 P — 2 s 1 R S L« =2 s B0 A A s 11, U RLSRS
KAESWATTT-

sl "Add ATrigger Rule” ] LLBin— 4% 3 11 fid & SO0

i FIREWALL > Port Trigger

Port Trigger Port Trigger Timeout (20 Minute Add A Trigger Rule

s "Add A Trigger Rule” $#41)5, #<U)#: 240 [ .
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# FIREWALL > Port Trigger

= Add A Trigger Rule

Service Name | |

Service User Any address ¥

Service Type

Trigger Port I:l [1~B65534)

Inbound Connection

Protocol Role l:l
Begin Port |:| [1~55534)
End Port |:| {1~65534)

Status

Ejiipu BRIME

Service Name

B ORI 2. 2R R iR R BFEE N UANAS, RIVKE N/A
ANpeEE 32 N4

Service User

B LR ARSS P, AlEE B —Hdk” AT Any Address

Service Type

PRI NERZRAL, WiEfH “TCP/UDP”, “TCP”, “UDP”. TCP

Triggering Port

BCE A 1, S Y 1~65534. N/A

Protocol Role

Set up the protocol type for the inbound connection. TCP/UDP

Begin port

BEE S il R A N IEHEEL UG 11, 3 1G] 1~65534. N/A

End Port

BB N ERAE G 1, i VG 1~65534. N/A

Status

BUE S MR HPRES, Wkl R “HER. Disable
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3.3.5 URLIJERE

AMETEZFTIRE URL 4§ - €% URL it - B 1P it « XSS - B3 "Add An URL
Address” ZHIAF O @EHEZRTAIMN URL TEK

#i FIREWALL > URL Filter

URL Address Filter | Disable v | [Save| Add An URL Address

ID URL Address LAN IP Address Status

After clicking the “Add An URL Address” , you will see the following page.

#i FIREWALL > URL Filter

i= Add URL

URL Address

LAN IP Address |An1.f address ¥ |
Status Enabled ~

Description Default

URL Address

BEEATELE URL bk, &0 www.baidu.com,

LAN IP Address

WE URL e X R 1P dbkya s,  mrkIst “ AR 47 “ f—hdlk”

i Any Address
“HihkvE R 7.
Status
BOE LA IE R M BOIRAS, WL “AER “RRL. Enable

3.3.6 MAC HitikiT )8

AKIIFERTIRE MAC JE - &2¥F MAC il - IRBRBIR IRESE - @Y "Add AMAC Address”
BHBFYEERERTRIN MAC TiEEE.
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#i FIREWALL > MAC Filter

MAC Filter | Disable v | [Save|

Add A MAC Address

1D MAC Address Device Name Status
mii “Add AMAC Address” &5, RESE BT TLTH .
#i FIREWALL > MAC Filter
i= Add A MAC Address
MAC Address
Device Name
Status Enabled -
Eiiipa RINE
MAC Address
WEATELE MAC Hillk.
Device Name
WHZ MAC Hibiksf R & &4 5.
Status
BB ZAIL IR M AORAS, AR “AERL” “ R, Enable

3.3.7

IP TR E

AREEATIRE IP ISR - SR 1P it - RixOS - BHY 1P ithilt - BWIRAS - EHHH

W REE - Bl

A RS Y REESERARMN 1P MIEEIERE -

IP L2 T o PESEA 1P HuhE s (Rl 2% 75 5K . JBIdZE+% “Enable/Disable” (i HEHER IS X2l

o
[y

#i FIREWALL > IP Filter

IP Filter | Disable v | |Save|

Add An P Address

D

Source IP
Address Range

Source Port
Range

Range Of Destination Range Of

IP Address

Destination Port

Protocol Status

Aid “Add An IP Address” 141 J5 & 100 T ) TTH -
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i FIREWALL > IP Filter

i Add An IP Address

Source IP |An*_.r address ¥ |
Source Port |An*_.r address ¥ |
Destination IP |An*_.r address ¥ |
Destination Port |An*_.r address ¥ |
Protocol
Status
Description Default
Source IP
WEIE P kb, FIEI AR bk “ bk VER Any Address

Source Port

B PR 5, AFEI AR~ “B—ui 7 g YR, Any Address

Destination IP

BEHEK P bk, WS AR Rk “HihETE Any Address

Destination Port

WHE H RS, FED A7 “ B —ug 17« a7 Any Address
Protocol

T e PSR, Wlik{E “TCP/UDP”, “TCP”, “UDP”, TCP/UDP
Status

BB Z AL IR S AR, AREI “A R0 “RA, BN AR . Enable

3.3.8 IPiTERE
BT M 4 M B R M R M . B SRS WP 10 & M
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A BKIEEE > PEEhEER (NAT)

FEhninm

1D e ] BFAY% ] sz MR it ] 81
| 1 SNAT Inside IP to IP 192.168.3.11 192.168.5.1 HiE | HiEE
I 2 DNAT Qutside IPio IP 192.168.5.1 192.168.3.11 wiE Iﬂﬂﬂ.ﬁ»%

NAT P25 sk %44y o JEi s b #53 (SNAT) A H Frithhik#53%: (DNAT)

%H 14 BH

AJHET: SNAT/DNAT
e SNAT: JEHuhEREH, K 1P Z0dE G i YR b bk 3 4 il o — AN Hbhik

DNAT: H [yl i, KA GvE PN aibl, Bg 2575285 bk
. AT Inside/Outside
Y X[ 2
TP nside: P EEHBHL. Outside: AMHLhE
LISt RPN MBI FE ST, T L FF IPto IP
VG fic ik B AR U RC H kit
el T B A R ) Hh
LS FH T GuiBZz 2 M, F7 IR0 0 s 8 T 1
Lilles FH T IR 12 2% A0

3.4 VPN ‘&E
PREEWGEILIX DN INRERECE VPN, HS7F: IPsec, OPENVPN, PPTP, L2TP il GRE Z5hnife

VPN, [ X LE D REIC SR HHE R 3N, VPN HER N

3.4.1 IPSec #E

TR T Sk % B IPSEC 1 VPN 3,

#i VPN > IPSec Setting

Connection Management

NAT Traversal:

‘ ‘ Name | Enabled ‘ Status ‘Local Interface‘ Local Subnet | Peer Subnet Operation

mifi “ADD” J&,
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#i VPN > IPSec Setting

=2 IPSec Setting

Name: | | Enable: False v
IPSec Type: Net-to-Net v | 1psec Role: Client v
Local WAN Interface: | WAN v | peer waN Address: | |
Local Subnet: | 1/ || peer subnet: | Al

Local 1D: | | Peer ID: | |

2 Phasel

IKE Encryption: | 3DES v | IKE Integrity: | MD5 v |
IKE DH Group: | Group2(1024) v | IKE Lifetime: (120-86400sec.)

= Phase2

ESP Encryption: | 3DES v | ESP Integrity: | MD5 v
PFS: | Enabled v | ESP Keylife: (120-86400sec.)
OH Group: | Group2(1024) v |

2 Advanced

Negotiation Mode: | Main Mode v | IP Compress: | Enabled v |
DPD Detection: | Enabled v | Time Interval: E (Sec.)
Timeout: E (Sec.) DPD Acticn: | Hold v |

i Authentication

® Use A Pre-Shared Key: |

) Use The X.509 Cert:

Eiipay NN

Name

BN IPsec IERMATR. AMRZIMAREER, KEAREL 20 7.

Enable

TF R FIEE XA~ e e False
IPSec Type

W E IPSec LI, HATIXSZHF “Net to Net” Net-to-Net
IPSec Role

33



A ENEIRAE U217 ARAA I VPN 77 s 0T

iR BIME
H AR IPsec IER PR, TSR “Client” F1 “Server” st Client
Local WAN Interface
A WAN £ 15, H TGO BEE Y WAN #10. WAN

Peer WAN Address

B AT ) 1P ik

Local Subnet

AR RRVFIEN IPsec ERMF M. thin: 192.168.1.0/24

Peer Subnet

B N s SRV AT Ebhn 192.168.7.0/24;

Local ID

ASHITT A PR E X

Peer ID

X S~ A4 R AR RE L

IKE Encryption

IKE BrBerydtfist. 45 “3DES”, “DES”, “AES(128bit)” and “AES(256bit)”

R, 3DES
IKE Integrity
IKE 58RI B, 3T “MDS5”,"SHAL” and “SHA2(256)” MD5
IKE DH Group

IKE [ % Mss #5809 3T “Group1(768)”, “Group2(1024)” ,
“Group5(1536)”, “Group14(2048) ”, “Group15(3072)”, “Group16(4096)”, Group2(1024)
“Group17(6144)” and “Group18(8192)”

IKE Lifetime

IKE SRMSAH RS Al iR JEHE 120~86400, fAz: b, 120

ESP Encryption

ESP 3, &4 “3DES”, “DES”, “AES(128bit)” “AES(256bit)” 3DES

ESP Integrity

ESP e #MERH. ®IE “MD5” "SHA1” MD5
PFS
SEFERN N o A2 F8 = — AR R A S5 m B A B 1 T R4 015 B =2 4

Enabled
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iR BRME
ESP Keylife
ESP % LA 2 [a], Bf A5G H 120~86400, fifi: . 120
DH Group
ESP ZRLIIAT Bk, IUA “Group1(768)7, “Group2(1024)”, Group2(10
rou
“Group5(1536)”, “Group14(2048) ”, “Group15(3072)”, “Group16(4096)”, 24)p
“Group17(6144)" F1“Group18(8192)”
Negotiation Mode
RE IKE i, A .
o B TEN BRI ESRR SN S, MOz R Main
o WP EXT SR ERAmME, A R SR B
A PT DA e P e A
IP Compress
BT P #4505 FTU A R Enabled
DPD Detection
DPD GEHALND. J531 DPD Iheg)s, MEemiEfi/ DPD I (& 8 Ff
WA E 1) IPSec MN#HRSCHT,  Regfilk DPD iy,  F 3 X Kik Enabled
TR, X IKE XS5 B AFATERAT R
Time Interval
DPD FJAS I B[] 1] b 60
Timeout
DPD Al 7 3K (48 B B (7] 60
DPD Action
152 DPD il 21 Wr FF B fige (R B4 Hold
Authentication
AL PSK (TRILZRAE) A1 Cert GIEF) KT S0 AGIE. PSK S0kE
K 24 NFAE IR LUER A SN BHEFED

3.4.2 OPENVPN % B

T A T OPENVPN 2%, H4H1{Y % OPENVPN K] Cilent 5=,
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# VPN = OpenVWPN

i Basic Settings

OpenVPN Mode

OpenVPN Server ‘ |

Port ‘1 194 | Protocol
Tunnel Device ‘TUN ¥ | Encryption
Advanced Setting ‘ Enable v |

LZ0 Compressicn ‘ Disable v | NAT

Local IP Address ‘ | MTU

TCP MSS ‘ | TLS Cipher

Import TLS Auth Key ‘

= Authentication

& User: | | Password:

) Use The X.509 Cert: | v |

Save Cancel

|UDP

| Blowfish CBC

| Disable

|15m1

| Enable

st [ e | T

Description

Default

OPENVPN Mode

J3 R A% H OPENVPN [ Clinet ZhfE.

Disabled

OPENVPN Server

BEE OPENVPN k45831 IP 838 1844 .

Port

% H OPENVPN Hi 45 23 50T ) PORT

1194

Protocol

& B ERE TS F H“UDP”IE & TCP “TCP”

UDP

Tunnel Device

WEBEORARZ “TUNIEZTAP

TUN —&— =214, a2 i, il & a) AR ER [ 4 2 I 50E, i@
B— B, e, AT AL ER 1P HE .

TAP —&—A T2 4, a2 U, 8 i e m LA R B 250 B v 2 Y A
TR — AN, B, SRR R

TUN
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Description

Default

Encryption

PR ML, %A “Blowfish CBC”, “AES-128 CBC”, “AES-192
CBC”, “AES-256 CBC” and “AES-512 CBC”

Blowfish
CBC

Advanced Setting

i B REEE A

Disabled

LZO Compression

Je BB 25 LZO & 48

Disabled

NAT

JE 85 25 ) NAT %38

Disabled

Local IP Address

e EAHLEE AL 1P Hahik

MTU

BB B e K I A BT I

1500

TCP MSS

B TCP B4 15 U B i A i 1 S5 00 3 B 10 808

TLS Cipher

B TLS(Transport Layer Security) [fE}25britk, %A “AES-128 SHA”
and “AES-256 SHA”

Disabled

Import TLS Auth Key

S\ TLS NIE% &
Import the authority key of Transport Layer Security

Authentication

EFE—FAETT R, F P B A B IR ARSI 0.

3.4.3 PPTPiXE

JHEILIXANTUH AT LA B PPTP VPN IS 4. AT SZ#r PPTP & i 2.
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#i VPN PPTP
iE Basic Settings
PETP Mode Client ¥
PPTP Server
User Name
Password [ lUnmask
Obtain IP Aute v
IP Address 0.0.0.0
Subnet Mask 255.255.255.0
Gateway 0.0.0.0
DNS 0.0.0.0
Authorization Mode Auto ¥
MTU 1420 (576-1420)
Connection Check Interval 60 Sec(0 means not checked)
Connection Check Times 5
Connection Status Connecting
iR BRIME
PPTP Mode
WHE PPTP M L/ERE, w2 Ei Client £ Disabled

PPTP Server

WE PPTP R4 IP B35 84

User Name

W E PPTP k55 a3 i) & M - 44
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iR

BRME

Password

WHE PPTP R4 a5 8 kY

Obtain IP

BEERIIP (97775, AT LUR H B3R TR 5E .

Auto

IP Address

PPTP % i ft) Hu kit

Subnet Mask

PPTP 7% /"3 ) 7 e

Gateway

PPTP % F 3 ) I 2%

DNS

PPTP % J"3iti (] DNS JIf 55 # i fik

Authorization Mode

INEF A “Auto”, “PAP” Fll “CHAP”.

Auto

MPPE

JE P S PR A 1) e R 2

Disabled

NAT

75 )5 NAT (Network Address Translation) Zfig

Disabled

MTU

BB FEE 1 A K A H T

1420

Connection Check Interval

EELAST DN (5 ()R o SR BB R AL, K2 E . 0 R AR HiZTfg.

60

Connection Check Times

BEEATIN AT IRE . S I R W Bk 45 8 R BUm BLR ik 0 URAE
T A I T

Connection Status

JEoR T HDERARES

344 L2TPE

XA AT DL R BB L2TP VPN 8. 411 R AN HF L2TP & i
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#i VPN L2TP
i= Basic Settings
L2TP Mode Client ¥
L2TP Server
User Name
Password [Junmask
Obtain IP Auto ¥
IP Address 0.0.0.0
Subnet Mask 255 266 2650
Gateway 0.0.0.0
DNS 0.0.0.0
Authorization Mode Auto ¥
MTU 11460 | (576-1460)
Connection Check Interval 60 Sec(0 means not checked)
Connection Check Times 5
Encryption Disahle
Connection Status Connecting
Description Default
L2TP Mode
L2TP B B, v DA HEE 45 H . Disabled

L2TP Server

WE L2TP IR AR A 803 1P Hutik,

User Name
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Description Default
BE L2TP Rks5as SR 44
Password
BEHE L2TP 55 a5 X5 i 4 iy 44
Obtain IP
BER P f77i%. ATELE B3R E FalEE . Auto
IP Address
PPTP % /7 Jii (s ik

Subnet Mask

PPTP 7% /3 T e

Gateway

PPTP (% F i ) 4 %

DNS

PPTP % /7 3ifi 119 5 1) DNS Hhik:

Authorization Mode

WIEHF XA “Auto”, “PAP” Fil “CHAP”. Auto
MPPE

75 JE HEE 2 H MPPE (Microsoft Point-to-Point Encryption) Ififig Disabled
NAT

&5 )5 F NAT (Network Address Translation) Zh#g Disabled
MTU

Ve B R T Hh I B R AL H T 1460

Connection Check Interval

EELA I IS [ (] B o dn A I BRI R M2 HIE. 0 For A a HZIRE . 60

Connection Check Times

BB A CH . ST Rk 48 i B R R 0 HRRANE

5
B 260 Th &g -
Encryption
WH L2TP M350, &I “Disabled”, “Use a Pre-Shared Key” (¥ Disabled
isable

“Use the Certificate”.

Input The PSK

I\ PSK Fb4H
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Description

Select The Certificate

i IE A D R —MIEFS

IPSec Peer ID

B\ IPsec f#) ID

Connection Status

IR AT VPN ERRRE

3.4.5 GREXE

AL X AT E 3 E GRE VPN 1340 2014+ 5% GRE fid.

# VPN > GRE

Tunnel Name‘status‘ Tunnel Interface Src IP/Mask Tunnel Interface Dst IP /Mask ‘ Peer Subnet‘ﬂperation‘ ‘

#i VPN > GRE

2 Tunnel Setting

Tunnel Name |

Enable Tunnel

Tunnel Interface Src IP/Mask

Tunnel Interface Dst IP/Mask

Tunnel Based Src IP

Tunnel Based Dst IP

Peer IP Address/Mask

Tunnel Key

| (option,0-4294967296)

Connection Check Interval

| Sec.(0 means not checked)

(%)

Connection Check Times

Save Cancel

iR

RINME

Tunnel Name

ABEIER AR, BEIE M AFRAREE R .

Enable Tunnel

Default
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iR BIME

JA P B 2% P =4 i Bs I Yes

Tunnel Interface Src IP/Mask

XA HIBETE T 1P bk Y

Tunnel Interface Dst IP/Mask

XA HIBETE ) 1P bk Y A

Tunnel Based Src IP

ZH M S 1) WAN 13k

Tunnel Based Dst IP

TCFE R < 1 WAN [ #ih

Peer IP Address/Mask

SRR R 2R )

Tunnel Key

NBRIE B R, CC RS, JERE 0 3] 4294967296

Connection Check Interval

TEFEAG I B B TR] 1] ) 0

Connection Check Times

HEGAT I B 2 > PRI E AT B 3

P28 SR AN :

Tunnel Based Src IP Tunnel Based Dst IP

Tunnel Interface Src IP/Mask Tunnel Interface Dst IP/Mask

3.4.6 Certificate KIS A

EATH TS IPsec Bi# OPENVPN [IiFS.

@i VPN > Certificate Management

£ Connection Management

‘ ‘ Group Name ‘ CA ‘ Public Cert ‘ Private Cert ‘ Expired Date Operation

43



A ENEIRAE U217 ARAA AL VPN 77 i A T

i VPN > Certificate Management

i= Certificate Management

Group Mame ‘ |

Import CA | | BB F
Import Public Cert | | | F B
Import Private Key | | | £ ¢
Import Pesr Public Cert | | | *.
Import CRL | | [ mENE

Ejiipy BINE

Group Name

MEHIHA . HAZRIAIRAREE R

CA

T CA I3 A

Public Cert

5\ Public Cert fIiE 53244

Private Cert

8\ Private certificate C{t

Peer Public Cert

SO SR public certificate S

CRL

FANIERMHIER (CRL)

Password

BN — DR TR A5 2 1

Input the password about the certificate file if the file with a password

Expired Date

R UEAS SO A SR 1A
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3.47 VPNHZE
BT IXAN T A PR3 VPN FEREH &,

VPN Setting VPN Log

# WPN > VPN Log

{2 VPN Log

Download the logs of VPN function to local PC. Specify logs of

3.5 BEO®RE

3.5.1 RS232 i H

VR301 H#i—4~ 5Pin FIfFR#E RS232 1. #RA] LUEE R T ACE RS232 MR .. HHENL
(AR VA2

#i SYSTEM > RS232 Configurations

= RS232 Configurations

Working Mode

Baud Rate 9600 v

Data Bits

Stop Bits

Parity Bits

Flow Control

Medbus Mode

Modbus Timeout |1UUC‘ |(50~2000ms}
Retry Times |1 |(1~1D)

iR RIME

Working Mode
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k3% NN
WE RS232 () LARMIR. A UG 30 80 ] .
® Master mode: DX-3001 443 2 15 HUM 3l fr) 4 Close
® Close: KMiZINRE
Baud Rate
B RS232 (M2 SRR FEE A 2400, 4800, 9600, 19200, 38400, 9600
57600 115200 %,
Data Bits
B B O BAE ALK . LAk 7 53 8. 8
Stop Bits
V) bit A7, AT LUESE 1 80 2. 1
Parity Bits
BE S DPRKAL. W LA%ESE None. Odd. EVEN. None
Flow Control
WEE OMRERE. 7L E None.  XON. XOFF. RTS. CTS. None
MODBUS Mode
#'E MODBUS @il Pl - MODBUS
RTU
MODBUS Timeout
B modbus FE HGER N I 7] . 1000ms

3.5.2 RS485 &

#RIk VPN BB 5 35— RS485 MIFRAE A M. A DA 1 T i % RS485 #EATHC & .
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#i SYSTEM > RS48G5 Configuration

= RS485 Configuration

Working Mode

Baud Rate

Data Bits

Stop Bits

Parity Bits

Medbus Mode

Modbus Timeout |1UUC‘ |(50~2000ms)
Retry Times |1 |(1~1D)

Description Default

Working Mode

W RS232 1) TAEM . DGR SE 3 3 55
® Master mode: DX-3001 #4£xJ= 5B M il () B4 Close
® Close: X%k

Baud Rate

BEE RS232 MR SRR A 2400, 4800, 9600, 19200, 38400, 9600
57600 115200 %,

Data Bits

T A ORI K. ATLLES 7 303 8. 8

Stop Bits

WE S O bit fit. ATLAES 1 80 2. 1

Parity Bits

BE P ORI . ATLLES None. Odd. EVEN. None

MODBUS Mode

X X R MODBUS

% B MODBUS Bl 1

RTU
MODBUS Timeout
& modbus 13 R B A . 1000ms
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3.5.3 Profile Management CGRE&EHIHMACE )

33 T ) B AT DA AT G B R AR A AL

i INTERFACE = Profile Setting

= Profile List
romsrlres v | [N
p';)[i: ' profile Interface ::;EII: File Name Operation

#i INTERFACE > Profile Setting

= File Setting

Profile ID: |D1 v |

Interface: |R8232 v | Profile Enable: | False A |
File Name Prefix: | | File Mame: |rawData |
File Name Postfix: |MM-dd-ww-hh-mm-ss v | Separation Sign: |_ v |
i= Interface Setting

Slave ID: |1 | Interval: |300 |(5]'
£ File Content

NO. Item Name Fucnctll on Start Addr Count Enable

1

3.5.4 FTP/SFTP Server ¥ i€

TR SO R E A FTP 8% SFTP 5548 . IXFER AR SEI B K5 . - mT LLidid
U REATACE -
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#i INTERFACE > FTP/SFTP Server Setting

= FTP/SFTP Server

Upload Mode FTP v
Target Server | | (IP or domain name)
Port 21 |
File Path / |
Account |deltauser |
Password ‘ ------- | | Unmask
Description Default
Upload Mode
EARBIIE R, ARG S IEHE FTP. SFTP Disabled

Target Server

R E FTPISFTP JIR55 2% IP 8 184

Port

e B R 55 4 14 e Wi i 11

File Path

e B R SS A _E AR AR /

Account

WH FTP/SFTP MRk 2$HIEH ' 4

Password

BB FTPISFTP ARAR S 2% FAIE %15

3.6 System

IREEIS LI RETHC B U, BEAT B B e R E . BT RESHARE .. REHEE . SD
REH, WL LHEDI6E.

3.6.1 Name and Password

e XA DU AT A O e % K AL BRI R R . RS R 5~12 (A B R
TR,
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# SYSTEM = Administrator Password

= Device Name Setting

Device Name

DX3001_DASO

£ Change Administrator P

assword

O

0ld Password |

Mew Password |

The password must be a combination of 5 to 12 characters,numbers and underline marks

Confirm Password |

Save Cancel

Ejiipa) BINE

Device Name
S+ 2+

i NI B e 1 B R “MAC Hitik 5 Y
fir”

Old Password

BN SR IH 2% 5 admin

New Password

NIRRT U RS, A AR 5~12 A ER B A S . N/A

Confirm Password

RN T B B AJA

3.6.2 NTP Server & B

JEIXNTUME, AIPAECE NTP RSS2 R X B8 NTP R4S %%

#i SYSTEM = Time Settings

The current time of device 2016-05-19 09:38:56

NTP Server:

time-nw_nist.gov Microsoft, Redmond, Washington

Save Cancel
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Description Default

The current time of device

SNV A% 1 2 FT [B] N/A
NTP Server
PR A TAEMIN X, GMT-12: 00 & GMT+13: 00 N/A

Main NTP Server

ik $E others HIRHETE EFsh s NTP FIAR S Bk 42 5% 1P N/A

Backup NTP Server

k¥ others I i 2253 B % ] NTP (IR 55 103842 50 1P N/A

3.6.3 Firmware Upgrade ([E#&FH%)
I T I A DU AT BAEEAT [ R T
#i SYSTEM > Software Upgrade Settings

£ System Upgrade

DO NOT turn off the power supply or reboot the device during the upgrade process. Please select the correct
firmware package which is consistent with the device model,otherwise the device may be damaged !

(Before upgrade the firmware, please backup the settings and data. Please contact the local dealers or

manufacturers when failed to upgrade the firmware)

Select Firmware R | FREEEEHS

oo

R BINE
Chose file
RUTE “IEFSCIF ¢ IEFETRETYUN bin SCF N/A
Upgrade

milr “Upgrade’ &7 72, FHEFE s . i3fE K4 & #4: Smin.

‘ B N/A
LU PSP =

3.6.4 Backup & Restore (FRE & FKE)

3 XA U AT LA N 2 B AR TC S B T Y A AT
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#i SYSTEM > Backup & Restore

{2 Backup & Restore

Device configurations can be backed up and saved to local PC

Configuration restoration will remove the current settings in the device and restore the
configurations in your .cfg file

Select .Cfg File Browse...

Configurations will be reset to the factory default settings, device will be reboot after the reset

Reset To Factory Default

iR BME
Backup
s “Backup” #47 HTEE ARG ELS S . N/A
Restore
A2l OB E SRR B S B R . N/A
Restore To Factory Default
WA R EE S N/A

3.6.5 System Reboot

AP LB BN F I EE K HER

#it SYSTEM > System Reboot

i= System Reboot

The network will be temporarily shut down during system reboot, please wait! Restart Device

3.6.6 SD Card

AL AT LA i 25t SD AR HEAT A B

# SYSTEM = SD Card

= SD Card Setting

Storage Limit %

= Format SD Card

Format the SD card, the data will be completely removed!

Format SD Card
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iR BIME
Storage Limit
WEAERS] . B ERIRERE, HRBERE S B 4 5 . 90%
Format SD Card
Tz AT BLREAT SD RS ik N/A

3.6.7 Network Diagnosis
AN EFZAT LU EARERMELE -
#i SYSTEM > MNetwork Diagnosis

= MNetwork Diagnosis

Diagnosing Method Ping Test v
Host Name/IP Address | | m

Description Default

Diagnosing Method

RS, AEfEy “Ping Test”, “Route Trace”s Ping Test

Host Name/IP Address

B R 384 B 1P ki N/A
Start
miily “Start” AT 2 N/A
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4

FE MABIE

=2

4.1 E3T FTP Server 4E VR301 KEKHIE

Y3t: VR301 j@id MODBUS TCP HMICRAE PLC IH . VR301 HRAERIH a4 & csv
B, i FTP AL FALE] FTP [RARSS 2% . PLC 1) IP, 192.168.1.5; VR301 ] IP, 192.168.1.1;
K %5 %% 1P192.168.1.100.

1\). :I! 2 y §
PLC VR301 FTPAR %% 2%

H T B0 SR AR R SR, TR ELE T FTP Server B34 SFTP Server SKiH 47421, i DAEIX
H, IRATFIH 3CDaemon KT FTP RS #e 454 .
FT7F 3CDaemon KiFAT R E . 7 FHFINEHF, LLFTP Nfl.

- -

| 3CDaemon

File View Help

Start Time ‘ Peer ‘ Bytes ‘ Status

Syslog Server
TFTF Client

For Help, press F1
—

mih TFTP Server THJ “Config FTP Server”, #ATHMSAEE
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3CDaemon Configuration

|

General Configuration
FTF Profiles

User Info

ATLOTLYTIOULE
deltauser Frofile
deltausr

User

| TFTF Configuration |
l Swslog Configuration ]

|9ILIZII|.}'TI'I o=

Set/Change user’ = password |

|D:I'l.dEITIIZI].I'I. J

Thi= user can: | -

[¥] Login
[w] Download
Upload

[W]Delete Files _
[w] Overwrite files Sawe Lpndile |

Rename files
[FIMalra Tivartarias

m

- [ H AR AR R Er

“Zawve Frofile”
o edit a profile: Highlight

o add a profile: Enter the new information into the form then press

the profile, make your changes, then prass

we | BE | mAw |

e 5e i s N, AR AR [l 31 3 5 )ﬁiEE.'ijJ FTP 55

3CDaeman

o 0

|Ei|e View Help

TFTP Server Start Time | Peer ‘ Bytes |

Status

Jun 28, 2018 13:14:35 local 0
Jun 28, 2018 13:13:37 local 0
Jun 28, 2018 13:13:37 local 0
Jun 28, 2018 13:13:37 local 0

FTF Server

Syslog Server

TFTF Client

For Help, press F1

Stopped TFTP Server

Listening for TFTP requests on IP address: 169.254.197.27, Port 69
Listening for TFTP requests on IP address: 192.168.1.100, Port 69
Listening far TFTP requests on IP address: 192.168.145.9, Port 69

TE: A AR 55 A M i 2 BT KBTS 8 B KA SR PR R 1 L Tt
2 5 R JE 4 55 1 ) H SR = s i
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IAELE IR R AIRAH
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gl

3CDaeman

== M

Eile View Help

TFTP Serwer

Start Time | Peer ‘ Bytes | Status ‘
Jun 28, 2018 15:06:00 local 0 Listening for FTP requests on IP address: 159.254

Jun 28, 2018 15:06:00 local O fur FIP requests on IP address:
Jun 28, 2018 15:06:00 local 0 Listening for FTP requests on IP address: 192.168.145.9, Port 21

FTF Server

Syslog Server

TFTF Client

For Help, press F1

% E DX301 & TFTP Bt & . Hid B 58 s Sy [Savel

NETWORK FIREWALL INTERFACE

SYSTEM

STATUS

FTP/SFTP Server Configuration of FTP/SFTP Server

RS232
# INTERFACE > FTP/SFTP Server Setting

RS485

. FTP/SFTP Server
Profile Management
FTP

v

Upload Mode
FTP/SFTP Server
192.168.1.100

Target Server (IP or domain name)

Port 21

File Path

Account admin

Password Unmask

| sae | Cama |
fic & Profile [¥] 3 FH

STATUS NETWORK FIREWALL INTERFACE SYSTEM

Configuration of Profile

Profile Setting

RS5232
# INTERFACE > Profile Setting
RS485
Profile Management Profile List
FTP/SFTP Server
Profile Profile . 5
D Profile Interface Enable File Name Operation

Ea
A “ADD” ¥4 . % E modbus TCP I RHPREE BT,
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Profile Setting  Cenfiguration of Profile

# INTERFACE = Profile Setting

File Setting

Profile ID: 01 v
Interface: LAN.Modbus. TCP.Mas ¥ | Profile Enable: True v
File Name Prefix: madbusTCP File Name: TCPdata
File Name Postfix: Unix Timestamp ¥ | Separation Sign: _ v
Interface Setting
Target IP Address: 19216815 Port: 502
Interval: 300 (s)
File Content
NO. Slave ID Item Name Fug:;:}on Start Addr Count Enable
1 1 testt 01w 0 10 True ¥ - |
2 1 test2 oiv 10 20 Tue ¥ - |

MRERHIR G, e B4R cSV CRIfEE] FTPserver b BB S HELM I H &
o

Eile View Help

Start Time:
Jun 28, 2018 16:08:40

TFTF Server Peer | B... | Status

192.168.1.1 124

FTF Server 221 Service closing contral connection

lup 2.

Jun 28,
Jun 28,
Jun 28,
Jun 28,
Jun 28,
Jun 28,
Jun 28,

2018 16:08:30
2018 16:08:20
2018 16:08:10
2018 16:08:00
2018 16:07:50
2018 16:07:40
2018 16:07:30
2018 15:07-20

192.168.1.1
192.168.1.1
102.168.1.1
192.168.1.1
102.168.1.1
192.168.1.1
192.168.1.1
1a2.15211

221 Service closing control connection
221 Service closing control connection
221 Service closing control connection
221 Service closing control connection
221 Service closing control connection
221 Service closing control connection
221 Service closing control connection
221 ol losing

nteol connaction

Clear list.

Syslog Server

TFTF Client

Jun 28,
Jun 28,
Jun 28,

2018 15:06:00
2018 15:06:00
2018 15:06:00

local
local
local

Listening for FTP requests on IP address: 169.254.197.27, Port 21
Listening for FTP requests on IP address: 192.168.1.100, Port 21
Listening for FTP requests on IP address: 192.168.145.9, Port 21

For Help, press F1
&

FTIESCAERT B AR B SO AT LA 21 ftp IR 55 & sm i 20 1R 1) 2%
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] modbusTCP#TCPdata®#1530173238.csv
] modbusTCP#TCPdata®#1530173248.csv
2] modbusTCP#TCPdata#1530173258.csv
i modbusTCP#TCPdata®1530173268.csv
] modbusTCP#TCPdata®#1530173278.csv
] modbusTCP#TCPdata®#1530173288.csv
2] modbusTCP#TCPdata#1530173298.csv
i modbusTCP#TCPdata®#1530173308.csv
i modbusTCP#TCPdata®1530173318.csv
2] modbusTCP#TCPdata#1530173328.csv
2] modbusTCP#TCPdata®#1530173338.csv
] modbusTCP#TCPdata#1530173348.csv
i modbusTCP#TCPdata®1530173358.csv
2] modbusTCP#TCPdata#1530173368.csv
2] modbusTCP#TCPdata#1530173378.csv

= o e

2018-06-28 16:07
2018-06-28 16:07
2018-06-28 16:07
2018-06-28 16:07
2018-06-28 16:08
2018-06-28 16:08
2018-06-28 16:08
2018-06-28 16:08
2018-06-28 16:08
2018-06-28 16:08
2018-06-28 16:09
2018-06-28 16:09
2018-06-28 16:09
2018-06-28 16:09
2018-06-28 16:09

poooooo0ODO0D

o B
testl DooO0ooO00o0n0n
test? DOoOOoO0OO0O0O0O0DN

4.2 1PSec HIN 375

n

Microsoft Office...
Microsoft Office...
Microsoft Office...
Microsoft Office...
Microsoft Office...
Microsoft Office...
Microsoft Office...
Microsoft Office...
Microsoft Office...
Microsoft Office...
Microsoft Office...
Microsoft Office...
Microsoft Office...
Microsoft Office...

Microsoft Office...

FT9F csv SRR T LAE 2: item (IAAFK, item AP RIECHE AR AR [ I [A] 8K

KB
KB
KB
KB
KB
KB
A
KB
KB
KB
KB
KB
KB
KB
KB

L e N T e e i i e i

[
2018-6-28
2018-6-Z28

IR AE VPN R4S 23 837 % 2% IPsec [FIHIE . VPN R 25 %% 0] IR &AL EA 73015
ANTE TR, o] LB EFE VPN ERIRS 2%, FIFHZfELmes, #rfiEas.

1

PLC

b

PLC

EUN

(JE: —A> VPN JBHIEX B —A IPSec &R, B TFE HH—A IPsec FIiER:. Mt
%2 T SRR IE B RS 2 A B R RE U, BARSHOE KA K.
TEIX LR A TR, — Horp — AN R A 3 57 A R o VPN IR 45 25 K FH IO 2 464 AR151W-P-S,
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VPN 8 P i 4 FH )52 VR301 ) MV 25 % 1 2%
HMREEWT:

oy HEARLSL VPN H %%
BLC: 19216825 WAN: BtE3GE (SIMFKD)

WAN: 27.154.255.188 F i
LAN: 192.168.2.1 LAN: 192.168.5.1 LAN: 192.168.5.100

BCE W
1. BCEENA VPN BRHEE, SRR
(1) FCE VPN RS #31 WAN [ IP

AR WebBEFE x

€ | DB http=//192.168.5.1/Nview/main/default. bl ?Version=1.28pageid=81862 Ui c|lQ

we & o 8- ®

B mRws L sEses @ FEis | 2ARe ©) se=

—~ o~ WebEHEFS SR admin  E8E Qum OxF Dae

® EEBE O ewem. reREw> okEen
20 [
= B
L Peniiih RLAROTA BRSO
& IMEAEE B EOSW v Comd  SeBOEt =
mn | e | Xge | SR Rio: © G i
P BOSH 1erwaE OSSR, WL B0E BEEE oo, .
Ethemetli0id  HUSWELAR . 100 &R B8 @ A%
ebinut ST kR EAST: O DH®  EEhr
sS40 L e @ Static  EEASPIE
CEVCTIZO] ' PPPOE RS ISPat
ENTHRO * Pt 7 1542518
PONRO - TR 255 , 255 , 255, 252
e Hum:
i EEONSESFE: 21885 .152.00
[ i wAEDNSERE R 218,85 157,99
J =2 EANAT: CE - DE
3 QoS MTU (bytes): 1500 46~1610,26A8=1500)
R w= R
M =
(2) R AL, fi B 1P
2) BcE ACL dFE, ¥ 192.168.2.0/24 ) 1P
&) (DR hitpsy//192.168.51 vie defaulthtmi?y n=L28lpageid=81862 W C | QEF-ahk B $ K 5-0- % =

|8 BewE | cuEsss @ FELE | 2 @) S

A WebEEES wAs adnin  EET @Fm OxF Diw

@ eEGE “ il : =2 > AQ > BEAES

o EERS BEACKEE THACEE  EwEng

T ERACUEEDIE

& rEREER k| G

f— ACL 8

@ 2001 1Py

U =2 o Ememetoni4 P4
ACL s @i PSR GBE) ERHAR
ks L 5 s 192.168.2.0/0.0.0.255 -nane -
s Vl ) Feir 192168 3.0/0.0.0 255 -none -
ssL 7 FrifF 11.0.0.0/0.0.0.255 - none -
PRI @ c_Ethemet_004 IPud
ABA 3 Ethernetd/O/8 1Pvd.
REHEE {4 |81 "1 El e HHETEI SRR MSER (R 10 v &

B Qos

i ven

[ EmEE

A AR s A
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S : =2 > ACL > SRACES

ESid B
] 1Pv4 Ehm X
® 3001 1Pv4 Ehpn X
@ c_Ethemet0/0/4_2 1Pv4 Ehoan X
o c_Ethemet0/0/4_1 1Pv4 EnmR X
MRS BIP A< B (AL BRIPESRIEGBE) *EifE * PR A0S BEEROS B
5 192.168.5.0/0.0.0.255 192.168.2.0/0.0.0.255 S P - — =g X
B 192.168.5.0/0.0.0.255 192.168.3.0/0.0.0.255 StiF P — = = X
@ c_ethernet0/04_1 1Pv4 Ehman X
® p_Ethernet0/0/8_1 1Pv4 EhoEm X
W4 [ Jmstml b oo HEEREReRI e | SR 10 v/2

A4

(3) FBLE 1PSec K55 e v (O TC B

(€) DR heps/192.1685.1 view/mai I = 2 U%E | QEzcri B8 A S-H-99 =
B smeE ) xaEsus @ FELE ) san @ ses -

e WebBEHES T xR B Qwn OxF Bn
& eeEs SHOE: VP> ps|  ~PSecERER: center_von_1 (~12257) T
o EEnS «BOEH: Et
- g o B o
F e, wesnRE
L A +ﬂ 2ame KEREE: o ow
9] psecisiR &S F— & o WfE
Pis i it © @t ° w o
=2 Wimig | SR SnNeEs LRETEEEEH—ISOR | WR 0 /%
BaEER: (1~12745573)
B o e s B
2 ven e 30ES b cemsmzesnm
IPSec VPN DHIZRS: Group2 bl
L2TP VPN
=t ) IPSecs R
VPN ERML: EsP %
B smEm ESPILEETE: MDS ]"‘ 1
= EsPhOEE: 30ES L e )
s omEES O fmEs
[ome || = | A
s =) o T
AUE WebBEHEES | sapsec w8 =
* ESPOEEE: 3DES % rEmrmeesus) -
BRI BHEE: VN> PS
& g © BEE femEs
o EEmS
AQLERK: c_Ethemet0/0/4_2 |~
T REAEA IPSec BREE . S
R Y
FwE | X e Y
S o | smsesm © izt ® &%
(7] 1PSecisBERR
e & centé.von.1 FEER Dx3001 (1~1279°5FF)
g == sl A NATERE: vizR
: DPO(SEssiasg®): [0 BR
B Qos ) -
fEFEffident VPNERSEE: =i
2 ven prs: -none - el
1PSec VPN KE SATFEETIE(EY): 86400 (60~604800,E5AE=86400)
L2TP VPN PSec SAEHAR: SFHID(R) 3600 (100~604800, ERAE=3600)
SSLVPN ETSE(KB) 1843200 | (0,2560~4104303,8AE=1843200) |2
- sz Al BENEA: v 2R
A meEE BEREASE: B I
o mreE oS 60 (1~255,80AE~60)
EXESTIER: -] 3
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A WebBEEFS v
R awEs SR : VPN > IPSec VPN > IPSec 2ERE
o s IPSec FREE IPS £
§ BEASA
BESEER Huawel 1~1274022F
SLREcE PSec SA BcBE:  EFmAR) 3600 1006
8 ris EFEE(KB) 1842200 (0,2560~4194303, BEiAE=184320(
v =2 IKEOBLEEIENE(R): 2
[ Qos IKEOPEEETEIEN(E): 5 C
NATEFZIERE(R): 20 5
2 VPN E
A ) =]
IPSec VPN I PSecEESMDFArRSE:  copy v
L2TP VPN :
BEEEmsR: [ 28
SSLVPN
VPN ==
3 ErEE
L BrER

2. VR301 &
(1) %8 WAN %N sim1

J 7 onxpevice x T — [E=Sgal >

« €' | [1 192.168.2.1/index.html 2

SYSTEM

STATUS NETWORK FIREWALL INTERFACE

Connection Priority

Connection

# NETWORK > Connection Priority Connection Priority Hel
Cellular Link1 P
= Connection Priority
lular Link2 “Connection Priority Setting” yo

Primary Connection Cellular Link1 ¥ u can set different priorities for
WAN WAN/Cellular Linkl/Cellular Lin
Secondary Connection Disable v k2 to connect to the network, al

50 you can set the track ways to

LANR Tertiary Connection Disable v fackw
detect the network is online

Auto Detect Ping M
Target Address 1 114.114.114.114
(must be public address, not vpn address )

Target Address 2 8888

(must be public address, not vpn a
Dial Failure To Restart Disable v

Detect Interval 60 | (30~300s)

(2) TFCE VR301 NHBAY VPN SFng
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STATUS NETWORK FIREWALL VPN INTERFACE SYSTEM EXIT

VPN Settng 1S

1PSec

f VPN > IPSac Setting VPN Setting Help

OpenVEN

- e “IPSec Setlling” You can add/d
& IPSec Selling ’ " "
PPIP elete/modify the tunnel setting
In this page.When using PSK, t
he Local/Peer ID use IP/FQDN,
IPSec Type Mettoler ¥ 1PSec Rola: Chant v like: 10.0.0.L.or @domain.com.
When using Certificate, the Lot
2l/Peer 1D use IP/FQDN/DN or
Local Subnet: 137 168 2 0 / P4+ Peer Subnet 192 168 5 0 | 24 Null, like: 10.0.0.1/@domaln.co
Certificate — D — r———— — m/C AU ST« Some-State,0«Int
Local ID: @Dx3001 Peer 1D |BHuawe ernet or Null. And allow suppo

Name: Jipsec_huawe201 Enable: Yes v
12TP

GRE Local WAN Interface WaN Y Paer WAN Address: p7 154225 18

VPN Log rt upcase and jowcase in tunne
= Phasel 1name, but not support the sa
me characters
IKE Encrypbion 3IDES ¥ IKE Integrity MD5 v Twa kinds of VPN could not be
. started at the same time
put the name of IPSe
. it cannot be repe
ated with other connection’s n
ame. Name can be upto 20 ch
aracter long.
Enable: Enable or disable this ¢
PFS: Disabied v ESP Keyife: 120 {120-86400sec.) onnection
1PSec Type: Setup the working
.- mode of the IPSec, cumrently su
& Advaaced pport Net-to-Net only.
IPSec Role: Setup the role of t
he router in IPSec
Local WAN Interface: Local en
d WAN interface, system will a
Timeout: 60 (Sec.) DPD Action: Ragart M uto assign it base on connectio

IKE DH Group: Group2{1024) ¥ IKE Lfetime: »17277 (120-86400sec.)

# phase2

E5P Encryption: 3pES ¥ ESP Integrity: D5 v

Negotiation Mode: Apgrassie Mode ¥ 1P Compress: Dissbled v

DPD Detection Enablad ¥ Time Interval: 60 (Sec.)

n status

Peer WAN Address: IP/domai
= Authentication n name of end opposite,

Local Subnet: 1P5ec local prote
® Use A Pre-shared Key: Delta12z cts subnet and mask.ie. 192.16

BRI E e, AR DA T

4.3 L2TP B

2 —A L2TP RS %8, BB —IK L2TP RSS2 RIS AE SCIF 2 L2TP IO P e
el ok, BURBENS SCREFZ /DA L2TP (IR L2TP RSS2 MERE v, BART] AE A = T
H

o

HEL i

H T L2TP TR BRI 5, L2TP MRS A = 2h Fo At —AN IP, X2 — M EHL WAN [ 1P,
BT LA WAN 1P Z [8)52 Bl . L2TP %) iR ] DAAE A DMZ, i 1 iR S 25 sl m) DA [7)
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F| PLC. XFEHMNUIFIZIT — L2TP &/ i 5 AR 55 28 S L U E R BE 8 BV M 13
1] PLC, XFEANHE IPsec —HE TR B FE 5 % 2R 55 25 A4 BE Vi 1] PLC.
TEIX BLFRATE F A ) AR5 1) VPN % F 88 E N IR 5

B TR
DX3001
i AR151
= 27.154.234.8” LAN
| ;E 3G o WAN ~ 192.168.1.1/24
U LAN WAN — [ ———
192.168.2.1/24
PLC
192.168.2.5/24
L2TPZ 53 i Hh ik
IP: 192.168.33.254 "
T-M: 255.255.255.255 Fef: L2TPRK1P:

[ %: 192.168.33.7 192.168.33.7

VPN [P EARRCL B 2 VR301 5454 AR151 (1) L2TP Mt & 1 &5,
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FHE VR301 55 =77 VPN B H IS HRAC
B

5.1 424 VPN B H%5 VR301 FACE

5.1.1 4% MSR900 55 VR301 [¥] GRE CiyfEiEa5ak) WE

SE-EZE

VR301

192.168.1.102/24 192.168.1.103/24 | MSR900I LAN

WAN S WAN B 192168.3.1/24
| B swssaas

LAN _f
192.168.2.1/24

1.1.1.2/24 GRERSE 1.1.1.3/24

VR301 i ) GRE BL & UK

STATUS NETWORK FIREWALL VPN INTERFACE

VPN Setting

IPSec
A VPN > GRE

OpenVPN
{2 Tunnel Setting
PPTP

Tunnel Name Tunnell
2TP Enable Tunnel True ¥

ORE Tunnel Interface Src [P/Mask 1112 / |24
Tunnel Interface Dst IP/Mask 1113 / 24

Certliicate Tunnel Based Src 1P 192.168.1,102
Tunnel Based Dst [P 192.168,1.103
Peer IP Address/Mask 152.168.3.0 / |24
Tunnel Key 123456 (option,0-4294067296)
Connection Check Interval 10 Sec.(0 means not checked)
Connection Check Times 5

| e | cancel |
#7 MSR900 ) GRE Bt & 41 R -
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& hac e
[ RERS BREE
Hed taEa S
L GerEs TunnelBOHRS : TUE‘LEH - o
| &g 1Pt : [11.13 l[255.265.255.0 |
HE@nATES EEREmbE0 192.168.1.103 =
e zems BRI 192.168.1.102
o sams GREZH : [123455 | (0-4204067205)
r&@ven GREMBHIATAM : A -
IPsec VPN L
& 3 ARiEKeepalivedE : =1z
GRE £iZKeepalivelZ7IENE : 110 F(1-32767 , BEE=10)
&3 ssLven EiZEKeepalivelB DRI : ls |(1-255, @&E=3)
@ irnsE 25 (*) AWMASH
o

BRI AT DL GRE [IF%3E L4 4T3, {H /2 MSR900 [¥) lan 11 GRE [#] LAN MR AN REAH FLIEAE .
W FEELE W FEES N4 t, B P ke A VR301 (IMEL, 42 1131E+#¢ GRE HIF%iE 4
FR. (VR301 PRI B 7ERC B 58 GRE FIHE 228 F sh A %)

TETRTACES .
Lz
RERE e a2 s
- ik
- URLIZIE SpIPHEE 192.168.2.0 u
— MACHEREHRE = 55.965.255.0 . O et [ vt zss mmae
Hes e F—8k @&n [ Tunnelt v
- R FEiEE]

ES (1) AumEST

EENESSHEES

- ETRPRRHSE B &8 iy s T =0

| e 0000 0000 Statc 50 7272114 Etheme00

VREMELHESS 0000 0000 Static 60 Tunnelt

H&a DNSig S H92.188.3.0 265255.255.0 Static 50 Tunnelt
19216860 2552552850 Static 60 Tunnel

|- DHCPiRE

HE QoSizE

— R

5.1.2 #£55 MSR900 55 VR301 [f] GRE (A #HRIEZL) iLE

BEE

VR301
LAN 192.168.1.102/24 192.168.1.103/24 l MSR900I LAN
192.168.2.1/24 WAN i WAN B, 192.168.3.1/24
| B sssmsawi
1.1.1.2/24 GREKIE 1.1.1.3/24
VR301 ¥i[F) GRE BLE 40~
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A ENEIRAE U217 ARAA ARI% VPN = il T
WPN Setting Configuration of VPN
IPSec
A WPN > GRE
CpenVPN
{£ Tunnel Setting
PPTP 1 s
Tunnel Name }Tunnell ‘
L2TP Enable Tuninel T ¥
Tunnel Interface Src IP/Mask 1112 24
s unnel Interface Src IP/Mas ‘ ‘/ i
Tunnel Interface Dst IP/Mask  (1.1.1.3 /e |
HEfURcAE Tunnel Based Src 1P 1102.168.1.102 \
VPN Log Tunnel Based Dst IP !;92,168.1.103 ‘
Peer IP Address/Mask 192,168.3.0 /o

Tunnel Key ‘ {option,0-4294967296)
Connection Check Interval QD ‘ Sec.(0 means not checked)
Connection Check Times 5 ‘

Save Cancel

MSR900 1] GRE F{BCE U1 -

B e )
HE3 tuEm s .
' SBenEs TunnelEORS : Tunnelt
&3¢ IPAEHEAETES - 1113 /255 255 255.0 |
—EnaTES BEEREED 192.168.1.103 =
R emE EEER st 192.168.1.102
-BEsrs GREZSE : (0 - 4204967205 )
& ven GRESZZHEHIIEE : 28 -
IPsec VPN ———— —
= L2TP eepalive: s ”_fﬁ '
GRE EixKeepalivelZ3ZIEHE 10 #b(1-232767 , B2EE=10)
SSL VPN EiEKeepalivelBIORE] 3 |(1-255, #EE=3)
SpnEE 25 () JmEST
Lo ERED

IR T LA GRE [ BATE CL2 4T3, (2 MSRO00 () lan [T GRE ff) LAN & AT ALAH T35 .
B B B — S B, 0 1P MRy VR301 (B, B2 3% GRE (b 4
. (VR301 P54t 7ERD B 5% GRE [ {5 128 1 302 O

TETRATACES "
D=
ik
- URLITIE SuIPiEE 192.168.2.0 d
— MACHBHET IR == 255 255 2550 5 R (1-255, B&=60)
3 IR [F—2k <=0 Tunnell M
L mrEies
\EEEEEJ ES (*) AWRESE
& EREE BE
EEMNSSEEEE
- ETRPIRHSE B &8 iy s T =0
| B2 = 0.0.00 0.0.0.0 Static 60 172.17.92.114 Ethernet0/0
SRS 0000 0000 Staic 60 Tunnelt
&8 DNSIZ s 192.168.3.0 255.255.255.0 Static 80 Tunnelt
(192.1686.0 25525525850 Static &0 Tunnell
[~ DHCPiRE
& Qosig=
- Rt
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5.1.3 #6°4 MSR900 5 VR301 FJ IPSec (PSK FR) FLE

W 2% $h #h
VR301
LAN - ol 27.154.234.82 I MSR900I LAN
192.168.7.1/24 | 3GIHs J— WAN B 192.168.1.1/24
WAN ——— i | B waemmaws
192.168.7.0/24 e i 192 168.1.0/24

VR301 115 Bt SIM1 >k ™

STATUS K FIREWALL

Connection Priority Setting the internet connection priority

# NETWORK > Connection Priority

Cellular Link1

= Connection Priority

Cellular Link2
Primary Connection iCaIIuIar Link1[ v
) WAN
Secondary Connection
. X Cellular Link2
Tertiary Connection
Auto Detect Disable v

=N TN

it & SIM1 i) APN S35
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Cellular Link1 Retrieve the DMS server address from cellular network

Connection

# METWORK = Cellular Linkl

Cellular Link1

= Cellular Linkl

Cellular Link2

Operator
WAN

User Mame | |

Password | |

2PN

Authorization Mode

Dial-up Mumber |"‘99#(UMTS;’3G;’3.5G) V|

Dial-up Mode |A|Ways online v|

Redial Interval E(second)

Redial Times EI(D rmeans always redial)

Max Idle Time EI(D means always online)
Connection Check Interval Esecond {0 means not checked)

Connection Check Times EI
MU

PE VR301 ] IPSec %k
V o o1apevice « Wocacnsasomas o T N —

&« C @ 192.168.7.1/index.htmi? 65700584563638

I£ IPSec Setting

Name: it Enable: Yes . £
[PSec Type: Net-to-Net ¥ | IPS=c Role: Client v
GRE Local WAN Interface: WAN ¥ | Peer WAN Address: 27.1564.234.82
i e Local Subnet: 19216270/ 24 | peer Subnet: 15216810 |/ 4
Local ID; @DXx3001 Peer ID: @H3c
VPN Log
E Phasel
IKE Encryption: 3DES ¥ | IKE Integrity: MD5 v
IKE DH Group: Group2(1024) v | IKE Lifetime: 120 (120-86400s2¢.)
iZ Phase2
ESP Encryption; 3DES v | ESP Integnity: MDS v
PFS: Enabled ¥ | ESP Keyiife: 120 (120-86400s=c.)
DH Group: Group2(1024) v
{E Advanced
Negctiation Mode: Aggressive Mode ¥ | IP Compress: Disabled v
Enabled ¥ | Time Interval: B0 (Sec.)
60 (Sec) DPD Action: Hold v
iZ Authentication
® Use A Pre-Shared Key: admin
Use The X.509 Cert:
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fic & MSR900 ] WAN F154]

H3C

B Hac =

B REAS ES WANO 227 LUEEE Internet
F@EOEE WAN O [Ethemet0/0 v
WANE[IZE #O%T SiEz =3
LANISE s v
P TCP-MSS [la60 ] (128-2048, BE&=1460)
HE33G MTU 1500 * (46-1500 , ERe&=1500)
FBNATEEE ST
' BTLEE FrEE [30 (255.266.256.052) v |
i) st
i ons1 AT —
mY—— ons2 ECACC a—
H&a Ese MACHSHE © FEETSEERMMACHENE ( 3822-0696-70¢0 )
L Ry A O @ETEETHASIMACHE (10 : 000F-E254-F5ED )
o5 e
BREE BE Bk
— NEEE
—EBHIRE

MSR900 )Pz e & A 1

[ H3C Series Router MS© X N8

€ C | ® F=22 | 192.168.1.1/wcn/frame/.x

RS - .
e
BEFEPNRESE A s
RS L :
rGONSRE =0 Ethemet0l0 v
|- DHCPIRE —
f;?;sﬁi TR E B (1-255)
TEA=EL [27154234 82
-GmEEE = =
—IhiEES [FWE
L& ARPEE WESR
L& ARPHS It g —
L@ VPN
IPsec VPN A T (1-128)
L& TP RUFEA R (1-128)
" cre o CN=routera v
&SSLVPN XD
reEREE TEDSE s RO DX3001 "2 1-32)
R RRER it
raEnIa TDER ® FQDN TEAZD H3C = 1-32) -
MSR900 [ 1 Fic. B A 2
[leit THADRE bl ) [px3001 o2 1-32)
-G EEER FOON
L i O Pt
i FEDEE ® FODN FTRARD H3C "+ (1-32)
& ARPERE ) User FODN
&3 ARPRRIZE
&8 VPN EEE
- IPsec VPN = ZEEE Y
& L2TpP SRR 192.168.1.0 Jo.0.0255
- GRE Ere o 192.168.7.0 jo0.0.255
&3 SSL VPN
DIERER f::ﬁiﬂ R e R
P BS () ALAEeE
A EnTA we | ma |
Waninb

MSR900 1] Fi% i i & # 3
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VER
&
EAIER R @ FmiEs
NEESE MD5 v
EEE 3DES v
DH Diffie-Hellman Group2 v
SARIETFERE 86400 0 (60 - 604300 , ER&(E = 56400 )
—E-HiEs
Y ESP A
ESPINERTE MD5 ¥
ESPhIEEGE 3DES v
HHER ® EEE O fEiEs
PFS Diffie-Hellman Group2 v
SAHIETEERE
ETHENEEEM 3600 2 (180 - 604800 , EREE =3600)
ETHRENETERS 1843200 F=T5 (2560 - 4204967295 , £RE{E = 1843200 )

5.1.5 #24 AR151 5 VR301 [ Ipsec (PSK) HCLE

REECEEN

VR301

27.154.234.82 AR151
3G %% WAN
WAN  —

LAN
192.168.2.1/24

il

192.168.2.5/24 192.168.1.100/24
192.168.2.100/24
ID:@DX3001 1D:@H i
192.168.2.0/24 L ik Mibz.lﬁ&l.o/ﬂ

VR301 )15 Bl siM1 3k M

STATUS FIREWALL

Connection Priority  Setting the internet connection priority

#fi NETWORK > Connection Priority
Cellular Link1

. = Connection Priority
Cellular Lin

Primary Connection | Cellular Linkl v
VAN

Secondary Connection

. X Cellular Link2
Tertiary Connection

Auto Detect Disable v

N TN
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ARIE VPN 7 {0

lic & SIM1 1] APN Z%{

Connection

# METWORK = Cellular Linkl

Cellular Link1

) = Cellular Link1
Cellular Link2

Operator
WAN

Cellular Link1 Retrieve the DMS server address from cellular network

User Mame |

Password |

AP

Authorization Mode

Connection Check Times EI
MU

% & VR301 1] IPSec 4

/’ [} DIADevice

&« C | ® 192.168.1.1/index.html
VPN Setting  IPSec Setting

IPSec
#i VPN > IPSec Setting
OpenVPN
iE IPSec Setting
PPTP
Neme: Enable:
L2TP
IPSec Type: Net-to-Net ¥ | IPSec Role:
GRE Local WAN Interface: WAN ¥ | Peer WAN Address:

H 192.168.1.0 2 .
Certificate Local ubnet: 19216810/ P4 ] peer subne
Local ID: @DX3001 peer 1D+

VPN Log
iE Phasel
IKE Encryption: 3DES ¥ | IKE Integrity:
IKE DH Group: Group2(1024) v | IKE Lifetime:
iE Phase2
ESP Encryption: 3DES ¥ | ESP Integrity:
PFS: Disabled ¥ | ESP Keylife:
{E Advanced
Negotiation Mode: Main Mede ¥ | IP Compress:
DPD Detection: Enabled ¥ | Time Interval:

Timeout: EI (Sec.) DPD Action:

fE Authentication

® Use A Pre-Shared Key: 123456

491 WAN 148

Dial-up Mumber |"‘99#(UMTS;’3G;’3.5G) V|

Dial-up Mode |A|Ways online v|

Redial Interval E(second)

Redial Times EI(D rmeans always redial)

Max Idle Time EI(D means always online)
Connection Check Interval Esecond {0 means not checked)

Yes M

Client M

27.154.234.82
fmzs |,

v

(120-86400sec.)

MD5 v

(120-86400sec.)

Disabled M
IE' (sec.)
Hold v
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FRIE B BLE IR, JE1T) ARAR

ARIE VPN 7 {0

[ AR Web Platform

¢ Cclax=

| b#rS://192.168.2.1 /view/main/default.htmI?Version=1.2&pageid=272136

I~ Web Platform

Current User: admin

Save @ Help

(& Device Information

(5] Configuration Wizard

T LAN Access

&, WAN Access
Ethernet Interface
DSL Interface
3GILTE Interface
SA Interface
CE1/CTA Interface
E1/T1 Interface
PON Interface
Logical Interface

Interface Backup
@ P senice
@ security

Qs

a3 ven
B System Management

& User Management

‘ Your Position : WAN Access > Ethemet Interface

iemnet Interfac:

Ethemet Interface LISt | o ify Ethernet Interface

Item: | Interface Name = Interface name:

= Create | X Delete | %5

Description:
[ Interface Name Inte Working Mode:
Ethernet0/D/4 HUA  current Mode:

4 4 |Page i lof1| Auto-negoliation:

@ IPv4 ¥

Connection mode:

+ 1P address:

*+ Subnet mask:
Default gateway:
Primary DNS server:

Secondary DNS server:

ACL & CRRTCIEIETD

[} AR Web Platform

HUAWEL, AR Series, Ether (1-242 characters)
Electrical
Electrical

® Enable O Disable

O DHCP  Obtain IP addresses from the ISP
Static  Obtain a fixed IP address from the ISP
(© PPPOE  Obtain the user name and password from the ISP

27 -154.234 .82
255 . 255 . 255 . 252
27 . 154.234.81
114. 114 . 114 . 114
218 .85 .152.99

6 Protocol S... IPV6 A... IPV6 Address/P...

Down

11 records. Total: 1 records. | Show 10 v

& (] ‘ A T2 | bers//192.168.2.1/view/main/default.htmi?Version=1.2&pageid=272136

I

A Web Platform

Current User: admin

Bl save @Help @ About PLogout

(& Device Information

Configuration Wizard
T LAN Access

& WAN Access

Your Position : Security > ACL > Advanced ACL Setting

Basic ACL Setting  [ERICUEE TR

LUl Layer 2 ACL Setting

Time Range

Advanced ACL Setting List
4R Create | ; Refresh

AcCL

Roeurity Pratartion

Type
(] & c_Ethemetd/0/d_1 1Py
0 Security Rule Number Source IP/Prefix Length(Wildcard) Destination IP/Prefix Length(Wildcard)  * Action
L 5 192.166.2.000.00.255 192.166.1.0/0.0.0.255 Pamit P
Firewall M 4 |Page[1 Joft| b M

* Protocol Type

Source Port

Operation
Add rules X
Destination Port  Operation

Advanced X

Displayed: 1-1 records. Total: 1 records. | Show 10 | |records per page
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IPsec fiC B & A 1

Modify IPSec Policy %

# IPSec connaction name: ters)
+ Interface name:
+ Networking mode:

IKE Parameter Setting

IKE version: vl v2

Negotiation mode: ® Main mode Aggressive mode

Authentication mode: ® Pre-shared key RSA certificate

Pre-shared key: 123456 (1-127 charac

Authentication algorithm: MD5 v

Encryption algarithm: 3DES ¥ | (The sacurity level of this algorithm is low)
DH group number: Group2 e

IPSec Parameter Setting

Security protocol: ESP —
ESP authentication algorithm: MD5 v
ESP encryption algorithm: 3DES ¥ | (The security level of this algorithm is low)
Encapsulation maode: ® Tunnel mode Transport made
OK || cancel |
IPsec it & #k & 2
Modify IPSec Policy X
ACL name: c_Ethemet0/0/4_1 v
Advanced
Local identity type: IP addrass ® Name
Remote name: (1-127 characters)
NAT traversal: | Enabled
DPD(Dead Peer Detaction): #| Enabled
DPD type: pariodic i
The sequence of the payload in DPD packets: | seg-notify-hash -
Idle time for DPD detection (seconds): 30 (10-3600, default value 30)
DPD packet retransmission interval (seconds): 15 (3-30, default value 15)
DPD packet retransmission count: 3 (3-10, default value 3)
Enable Efficient VPN server: Enabled
PF5: - nane - i
IKE SA lifetime (seconds): 86400 (60-604800, default value 86400)
IPSec SA aging mode: Time-basad (s) 3500 (100-604800, default value 3600)
Traffic-based (KB) 1843200 (0,2560-4194303, default value 1843200)
Route import: Enabled
Pre-extraction of original IP packets: Enabled

OK || cCancel |

5.1.6 44 AR201 5 VR301 ] IPsec (PSK) L&

R ENE
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VR301
AR201
27.154.234.82
3G %% ) ) WAN
o 3 owaN —— S e
: —b LAN

192.168.1.1/24
LAN

192.168.2.1/24

i
)
192.168.2.5/24

192.168.1.100/24

192.168.2.100/24

192.168.2,0/24 a0l B QRN 168.1.0/24

VR301 115 Bt SIM1 k™

STATUS FIREWALL

Connection Priority Setting the internet connection priority

#i NETWORK > Connection Priority

{2 Connection Priority

Primary Connection | Cellular Link1 [ v
VAN

Secondary Connection

. X Cellular Link2
Tertiary Connection

Auto Detect Dizable v

=N TN

it & SIM1 [ APN S35
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gl

15 VPN 7= i B F it

Connection

Cellular Link1

Cellular Link2

WAN

Cellular Link1

i METWORK = Cellular Link1

fE cellular Link1

Operatar

User Name

Password

APM

Authorization Mode
Dial-up Mumber

Dial-up Mode

Redial Interval

Redial Times

Max Idle Time
Connection Check Interval
Connection Check Times

MTU

% & VR301 1] IPSec 4L

J [ DiADevice

< C | ® 192.168.2.1/inde

1PSec

OpenVvPN

PPTP

L2re

GRE

Certificate

VPN Log

& VPN

i# IPSec Setting
Name:

1PSec Type:

Local WAN Interface:
Local Subnet:

Local ID:

i# Phasel

IKE Encryption:

TKE DH Group:

3 Phase2

ESP Encrypbion:

PFS:

# Advanced

Negotiation Mode:

00

Timacut:

= Authenticatiol

® Use A Pre-Shared Key:

AR201 [ WAN Fic &

> IPSec Setting

DX3001

Not4o-Net

WAN

19216820 |7 24

@DX3001 Peer ID:

DES v | 1€ Intearity

Group2(1024) v | IKE Lifetime:

IDES ¥ | ESP Integrity:

Disabled v | ESP Keylife:

Main Mode v | 1P Compress:

Disabled * | Time Interval:

0 Sec DPD Action:
123456

Retrieve the DNS server address from cellular network

*Q0# (UMTS/36/3.56) v|

|Always online v|

E(secand)
EI(D rmeans always redial)
EI(D means always anline)

Esecond {0 means not checked)

5|

Yes v

Cl

192

hert v
15423482

168.1.0 /4

[@Huawei

MD5 v

120 (120-86400sec.)

MD3 v

120 (120-86400sec.)

Di
o

isabied v

(5ec)

Hol
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HRIS BB RS D ARRA A HI% VPN = S A

x = X
< C | A 722 | bupt//192.168.1.1/vi /defaulthtmi?Version=1 =362466 ﬁ" * »
/= Web Platform Cument User: admin (& Save @ islp Babout PLogour
(9 Dedcamfomaton =l Your Posivon ;- WA Access > Ethamst Interfaca
o e || ST
Modify Ethemet Interface %
AN Access = 5 E:
? & s Cument Mode: Electical -
2 WAN Access Htam: | Interface Name Auto-negotiation: @ Encble ) Dissble
Etbernet Intertace spCiea [ Deiie | X8
= I'] intertace Nome  inted  P1PV4 ¥ |6 Protocol s... |PY6A... IPV6 Addressi... Operation
m:uE HUA  cnnection mode: ©DHCP  Oblain TP addresses from the ISP Down 2
W | paget or1 @ Static Obtain a fixed IP address from the ISP -1 recoras Total: 1 records. | Show. 10 |recands per page
SAlnterface © PPPOE  Obtain the user name and password from the 15P J
CENCT Infertaca 13 ake 27 15423482 |
ENT intartace. RSl R 255 . 255 . 255 . 252
PON intactice- Default gateway: 7 as.2a.m |
il Primary DNS server: 218.85 .152.99 |
Intartace Backup Frromm———
Secondary DNSsenver: 218,85 . 157.99 |
£ WLANAC Enable NAT: ® ves O
B P Senice MTU (bytes): 1500 | (461610, default value 1500)
) Seou 3 Cancel
C A

e XTI S ———————
€ C|AFe2 | bupt//192168.110i fault htmi?Version=1 362466 % n *
U~ Web Platform Curvert User: admin (53 Save €@ Help @ About Ptogout

(@ D=ace Information Your Postion | Securty > ACL > Advanced ACL Setong

oot oy [ ez vty T Porce

() Configuration Wizard

& Leticon Advanced ACL Sefting List Add Rules Xl
Creale | ¥ Refresn
R WAN Access + =2 Rule number: (04204967204)
ACL Aens — Dperation
% “ @ 3001 -Hwec Ada rias X
« Protacol
@ P Senvice 3 p.Ememeinion_1 Add niies X
Matched priorty:
9 | Rule Numbsr Source PPret ey, Destimation Port  Operation
s 19218810004  TOS Promy: (15) - | agances X
AcL Matched 1P Address
I 4 I'Page:t ot | » H = icords.  Snow! 10 v recorcs perpage
ool Source IP address: 192.168.1 .0 Wildeard: o .0 .0 .25
Destination P address:  192.168.2 .0 Wildcand: lo .0 .0 .25
Time range: |-none - >
ok || canca

- S e

C | & T2 | bupe/192168.11

362466 x| x »
= Web Platform Curent User: admin (& Save @ Help @ About PLogout
5 Devics fomation Your Sostion « Ve » 1 Modify TPSec Policy 1%}

{9 Configuration Wizard * TPSec connection name: e (112 characters)
T ncces TPSec Policy Managem S
2 WAN Access | i BEEi: h
17 1PSe Connectioa Ny |1 Parameter Setting Operution
A WLAN AC T nuawel KE version: @ ow 2
P Service |4 4 [Page i of | Negotiation mode: @ vanmode @ Aggressive mode fecords Totat 1 recards, | Show 10 records per page
= Authentication mode: ® Prashared key O RSA certficate
Preshared key: po— 7] (1127 characters)

B ®s Authentication algorthm:
27 VPN Encryption algorthm: securtty Jevel of this algortam s low)

iPSec VPN DH group number;

LaTR VPN

SsLVPN 1PSec Parameter Setting

VPN insance: Security protocol: Es?
i System Management ESP authentication algorithm: MDS
2 User o £5P encrypdon algonthm: 06 The secunty ievel of this algorthm Is low)

Encapsulation mode; ® Tunnel moge  © Transoort mode
ook, )t cancel ]
+ — ¥ ‘
—_— .
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MRIEF EEIEE (JE1T) A
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AR201 [ IPSec it & 2

/[ puoeice %Y [ AR Web Platiorm x () et
¢ C | A 722 | bup//192.168.1.1/view/main/defa WI7Version=1.2&pageld=362466% *
L B s @ A ]
Ntxl‘ily 1PSec Policy x
T o s varameter ertng .
Security protocol: ESP -
= MD5 >
2 3065 v
® Tunnd mode Transport mode A
p_Ethernetd/0/8_1 ¥
™ address ® Name
VPN Dx3001 1
i _R E Enai
i PFS: none v
120
e S TPSec A aging made:
5, User Management 3200
Pre-extraction of original TP packets: <
L
AY
5.1.7 ¢4 AR151 5 VR301 ¥ L2TP FiL B
[ 7EED
VR301
AR151
271542348 LAN
3G %% WAN meea 192.168.1.1/24
LAN WAN ——— -
192.168.2.1/24
L2TPA Hh 43 Fic iy 1l
IP: 192.168.33.254 Lo TPRIEIP
[: 255.255.255.255 2Rl s
iy 192.168.33.7

5. 192.168.33.7
VR301 )15 Bl sim1 >k M

STATUS

FIREWALL

Connection Priority Setting the internet connection priorty

#fi NETWORK > Connection Priority
Cellular Link1

. = Connection Priority
Cellular Lin

Primary Connection | Cellular Linkl v
WAN

Secondary Connection

. X Cellular Link2
Tertiary Connection

Auto Detect Disable v

N TN

it & SIM1 Y] APN Z%§
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Connection

Cellular Link1

Cellular Link2

WAN

Cellular Link1

i METWORK = Cellular Link1

fE cellular Link1

Operatar

User Name
Password

APM

Authorization Mode
Dial-up Mumber
Dial-up Mode
Redial Interval
Redial Times

Max Idle Time
Connection Check Interval

Connection Check Times

bgnet |

*90# (UMTS/3G/3.5G)

']

|Always online v|

E(secand)

EI(D rmeans always redial)
EI(D means always anline)

Retrieve the DNS server address from cellular network

Esecond {0 means not checked)

5|

VR301 [ L2TP (L &
. - =
€ C|®F®=2 | 19216821/indexntmi?0.4371068407091758 o
IPSec N
& ven > L2TP
Openven
P # masic Settings
Chent v
L2Tp
27154224 82
GRE huawe
certificate R h Unmask
Auto v
yPnios 192 1668.33.254
0855255.255.255
1216837
721792114
Auto ¥
MPPE Disabled v
NAT Disabled v
MTU 1460
tion Check Interval 60 Sec(0 not checked
ection Check Times
1PSec Encryption Disable v
Connaction Status Connected

AR151 ff] WAN % &
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Senes, Ethe (1~242457)

AR151 ff] L2TP it &

o
RS REE
~PIXIP/FHIND: 102.168.33 .7 |/ 255.255.255.0

BBy

EEBEH:  Hawe | (13005
AREAEE): E (0~1000,24iA{E=60)
e T ]

BUCEHE: AR
BUCUWPNE: ) R

AR1S1 HrHr e — AN P rr Lalid prp BRI TN
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5.2 BERl VPN BR 85 VR301 HIEEE

5.2.1 ERl RV130W 5 VR301 [¥] IPSec (PSK) FCE

REECEEN

VR301

LAN

1D:10.0.0.1

AR151
10.0.0.1/24 10.0.0.2/24
WAN
WAN s
LAN
192.168.2.1/24
192.168.2.100/24
192.168.1.100/24
i 000 192.168.2.0/24

192.168.1.0/24

VR301 ft) WAN A&

Connection

Cellular Link1

Cellular Link2

WAN

LAN

VR301 ] IPSec fit &

STATUS

NETWORK FIREWALL

WAN

B NETWORK > WAN

= WAN Settings

WAN Mode STATIC v
IP Allocation Method Manual ¥
1P Address 10.0.01

Network Mask

Gateway Address 10.0.0.2

Packet MTU 1500

Don't change the settings unless really need to)
Retrieve DNS Address By: Manual v

Primary DNS 114 114114 114

Secondary DNS 114.114.114.118
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tEIEFeE A (21D ARAH FEiA VPN 7= i fi FH i
1PSec Type: Net-to-Net ¥ | 1PSec Role: Client v
Local WAN Interface: WAN ¥ | Peer WAN Address! 10.0.0.2
= Local Subnet: 192.168.1.0 / 24 | peer Subnet: 192.163.2.0 /24
Certificate
Local [D: 10001 | pezr 1D: 10002
VPN Log
2 Phasel
TKE Encrypticn: JDES ¥ | IKE Integrity: MD5 v
IKE OH Group: Group2(1024) * | IKE Lifetima: 120 | (120-86400sec.)
2 Phase2
ESP Encryption: 3D0ES ¥ | ESP Integrity: MD5 v
PFS: Disabled ¥ | ESP Keylife: 120 | (120-86400sec.)
= Advanced
Negotiation Mods: Main Mode ¥ | 1P Compress: Disabled v
DPD Detection: Enabled ¥ | Time Interval: 50 (Sec.)
Timeout: 80 (Sec.) DPD Action: Hold v
= Authentication
® Use A Pre-Sharad Key: Delta123 |

Use The X.509 Cert:

%} RV130W ) WAN IR &

- |
/1 Rv1sow Wireless-N v x . W —_—

&

ol || ol | 1. Small Business

Getting Started
> Status
S WAN
» LAN
MAC Address Clone
Routing
Routing Table
Dynamic DNS
IP Mode
» IPVE

» Wireless

> Firewall

* VPN

* QoS

» Administration

cisco RV130W Wireless-N VPN Firewall

WAN Configuration

C | A == | b#ps://192.168.2.1/default.asp;session_id=acOac13e908ccab23ac3620bacl65aef

Internet Connection Type:
Static IP Settings
Internet IP Address:
Subnet Mask:

Default Gateway:

DNS Server Source:

Static IP

10 o llo 12
255 |55 |55 Jlo
10 o llo 1100

Use these DNS Servers v

(Hint: 192.168.100.100)
(Hint: 255.255.255.0)

{Hint: 192.168.100.1)

Static DNS 1: 14 |14 [[144  [[114 | Hint 1.23.9)

Static DNS 2: 8 e |8 Is

Optional Settings

MTU: ® Auto "' Manual

Size: 1500 Bytes (Range: 576 - 1500, Default: 1500)
I Save “ Cancel

A} RV130W A IPSec il B 1
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i
VD rviow wirdtessn xR —_—_——_——

&« C | A == | bpt.//192.168.2.1/default.asp;session_id=ac0ac13e908ccab23ac3620baclb5aef

0 > U ele P ewa
Getting Started Add / Edit IKE Policy Configuration
2. St IKE Name: test
Exchange Mode: Main v
* Wireless Local
b Fuewal Local Identifier Type: IP Address v
Local Identifier: 10.0.02

» Site-to-Site IPSec VPN

K Remote
Basic VPN Setup
Remale identfer Type:
PIESen VEN Server Remote identifier:
S IKE SA Parameters
VPN Passthrough
» QoS Encryption Algorithm:
» Administration Authentication Algorithm:

Pre-Shared Key:

iPAddress v

MD5 v

Delta123

DH Group: Group2 (1024 bit) v
SA-Lifetime: 28800 | Seconds (Range: 30 - 86400, Default: 28800)
Dead Peer Detection: ¥ Enable
DPD Delay: 10 |(Range: 10 - 998, Default 10)
DPD Timeout: 30 }(Range' 30 - 1000, Defauit 30)
[ save || cancei [[ Back |

R RV130W | IPSec fit B &K 2

o | ' | i Small Business

cisco RV130W Wireless-N VPN Firewall

Getting Started

o Advanced VPN Setup

* Networking Add / Edit VPN Policy Configuration

e IPSec Name: [ox3001 ]

b fiemall Policy Type; | Auto Policy v
Remote Endpoint | IP Address v

{10.0.0.1 | (Hint: 1.2.3.4 or abc.com)

NetBios Enabled:
Local Traffic Selection
Local IP; | Subnet v
IP Address: {192.168.2.0 | (Hint 1234)
Subnet Mask: {256.255.255.0 (Hint: 255.255.255.0)
Remote Traffic Selection
Remote IP- | Subnet ¥
IP Address: |192.168.1.0 (Hint. 12.3.4)
Subnet Mask: |255.255.255.0 | (Hint: 255.255.255.0)
Manual Policy Parameters
SPI-Incoming: [ox
SPI-Outgoing: (0x
Manual Encryption Algorithm: | 3DES v
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FERF RV130W ] IPSec it B #1413

Manual Encryption Algonthm:
Key-In:

Key-Out.

Manual Integrity Algorithm
Key-In:

Key-Out:

Auto Policy Parameters
IPSec SA Lifstime

Encryption Algorithm:
Integrity Algorithm:

PFS Key Group

3DES v

SHA- v
3600

3DES v
MD5 v
¥ Enable

DH Group: Group 1(768 bit) v
Select IKE Policy test v
View |
save |[ cancer [[ Back |

Seconds (Range: 30 - 86400, Default 3600)

5.2.2 Al RV325 5 VR301 [ IPSec (PSK) FEE

REEIEN

VR301

3G %%

LAN
192.168.1.1/24

192.168.1.100/24

1D:@DX3001
192.168.1.0/24 RIERS

27.154.234.166 RV325

= WAN
A
LAN
192.168.2.1/24
192.168.2.100/24
P ID:@Clsco 199 168.2.0/24

VR301 1)1 Bl sim1 3k M

83



AR IE B B TR

(EI) AIRAF

gl

15 VPN 7= i B F it

Connection
r Link1

Cellul:

Cellular Lir

STATUS FIREWALL

Connection Priority

Setting the internet connection priority

# NETWORK > Connection Priority

iZ£ Connection Priority

Primary Connection iCellular Linkl | v

WAN

Secondary Connection

A Cellular Link2
Tertiary Connection

Disable v

Auto Detect

Coe | |

fid & SIM1 ] APN 4§

Connection

Cellular Link1

Cellular Link2

WAN

VR301 ] IPSec Bt &

Cellular Linkl  Retrieve the DNS server address from cellular network

A METWORK = Cellular Link1

Cellular Link1

Operator

e C————
passrd [::::::::j
oo e

[~om#umTS/36/2.56) v

Authorization Mode

Dial-up Mumber

vagsenive )
El(second)

D(D means always redial}
EI(D means always onling)

Esecond (0 means not checked)

5|

Dial-up Mode

Redial Interval

Redial Times

Max Idle Time

Connection Check Interval
Connection Check Times

MTU
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.

& C | ® 192.168.1.1/Index.htm

W & puoevice

IPSec

OpenVPN

PPIP

VPN Setting  [PSec S¢

# VPN >

£ 1PSec Setting

IPSec Setting

Namat RV325 ‘ Enable: Yes v
1PSec Type: Net-to-Net ¥ | IPSec Role: Client v
GRE Local WAN Interface: WAN ¥ | Pear WAN Address: )7 154 234 166
Certificate Local Subnet: 192.166.1.0 / 24 | pear Subnet: 192.168.2.0 / 124
Local D: @DX3001 | peer ID: [@cisco -
VPN Log ‘
£ Phasel
IKE Encryption: 3DES ¥ | IKE Intsgrity: MD5 v

RV235 [ WAN [t &

IKE DH Greup:

Group2(1024)

¥ | IKE Lifetime:

Rseod| (120-85400sec.)

= Phase2
ESE Encryption: 3DES ¥ | ESP Integrity: MD5 v
PFS: Disabled v | ESP Keylife: (3600 | (120-86400sec.)

IE Advanced

Negotiation Mods: Aggressive Mode v | 1P Compress; Disabled v
DFD Detaction: Enabled ¥ | Time Interval: B0 | (sec)

Timecut: B0 (Sec.) DPD Action: Hold v
i@ Authentication

® Use A Pre-Shared Kev: Deita123

oo s s

< C | A 7== | b#rs://192.168.2.1/def

-lll-lll- Small Business

CIsco RvV325 Gigabit Dual WAN VPN Router

Getting Started
Network
System Summary
38 p—— WAN Connection Settings
Password Interface:
Time WAN Connection Type: Static IP v
e Ho_" Specify WAN IP Address: 27.154 234 166
Forwarding
Port Address Translation Subnet Mask: 255255255252
o0e o One Nl Default Gateway Address: 27.154.234.165
MAC Address Clone g
Dynamic DNS DNS Server 1: 218.85.152.09
AR ol DNS Server 2; 218.85.157.99
Inbound Load Balance
USB Device Update MTU: Auto ® Manual 1500 B (Range 00, Dt 0
» DHCP
» System Management [ — J I Cancel I [ Back ]

RV235 ] IPSec Mt B #%

K1
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bl 3 " -

& C A F=£ | b#r5://192.168.2.1/default.htm

ol I ) | I+ Small Business

Getting Started
System Summary

» Setup

» DHCP

» System Management

» Port Management

» Firewall

Summary
Clientto Gateway
VPN Passthrough
PPTP Server

» Certificate Management

» Log

CISCO RV325 Gigabit Dual WAN VPN Router

Add a New Tunnel
Tunnel No

Tunnel Name:
Interface:

Keying Mode:
Enable:

1

DX3001

WAN1 v
IKE with Preshared key v
v

Local Group Setup
Local Secunty Gateway Type:

IP + Domain Name(FQDN}) Authentication

v

» SSL VPN
User Management

Wizard

RV235 ] IPSec Jit B # & 2

IPSec Setup

Phase 1 DH Group:
Phase 1 Encryption:
Phase 1 Authentication:
Phase 1 SA Lifetime:
Perfect Forward Secrecy:
Phase 2 Encryption:
Phase 2 Authentication:

Phase 2 SA Lifetime:

Preshared Key:

Preshared Key Strength Meter:

IP Address: 27.154.234.166
| Domain Name: cisco T
Local Security Group Type: Subnet v
IP Address: 192.168.2.0
Subnet Mask 2552552550
Remote Group Setup
Remote Security Gateway Type:  Dynamic IP + Domain Name(FQDN) Authentication v
Domain Name: DX3001 I
Remote Security Group Type: Subnet v
IP Address: 192.168.1.0
Subnet Mask: 255255.255.0
| Group 2 - 1024 bit v |
[30ES v
| MD5 v |
[&8800 | 'sec { Range: 120-86400, Default: 28800 )
J
| 3DES v |
| MD5 v|
{3600 ] sec¢ ( Range: 120-283800, Default: 3600 )

Minimum Preshared Key Complexity: ¥ Enable

|Delta123

e o 0 I ]

RV235 [ IPSec i B #L K 3
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B eEIE, (1) A

Advanced -

Advanced

¥ Agagressive Mode
Compress (Support IP Payload Compression Protocol{IPComp))
Keep-Alive
AH Hash Algorithm | MD5 v
NetBIOS Broadcast
Multicast Passthrough
#| NAT Traversal
¢! Dead Peer Detection Interval (10 sec ( Range: 10-399, Default

Extended Authentication:

Password [

e Device Default- Local Database v Add/Edit

Tunnel Backup

Remote Backup IP Address: Name or |Pv4 Address
Local Interface: WAN1 v
VPN Tunnel Backup Idle Time: |30 sec ( Range: 30-999. Default 30

5.3 KIZ Fortinet

5.3.1 K& FG100D 5 VR301 ] IPsec (HHEH) KEREE

P 2% 41 41~

VR301

27.154.234.82 FG100D
;  3GMIL% ) WAN —p——

WAN e 77 s S80RS20022

* LAN

192.168.0.1/24

LAN
192.168.2.1/24

T
"

L]

192.168.2.5/24 192.168.0.100/24
192.168.2.100/24
192.168.1.0/24 ID:@DXSOOl i ID:@FG]'OOD192.168.0.0/24

VR301 [ SIM1 A&
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STATUS

Cellular Link1

sellular Lin

VR301 [ SIM1 ] APN SHk &

Cellular Linkl

Connection

Cellular Link1

5 Cellular Link1
Cellular Link2

Operator
WAN

User Name
LAN Password

APN

Authorization Mode
Dial-up Mumber

Dial-up Mode

Redial Interval

Redial Times

Max Idle Time

Connection Check Interval
Connection Check Times

MTU

VR301 ] VPN iEFH S A

Connection Priority

Primary Connection
Secondary Connection
Tertiary Connection

Auto Detect

fi NETWORK > Cellular Link1

FIREWALL

Setting the internet connection priont

fi. NETWORK > Connection Priority

!Z Connection Priority

it:ellular Lirkl v
WAN

Cellular Link2

Disable v:

Retrieve the DNS server address from cellular network

Auto

Auth v

1l

00 # (UMTS/3G/3.56) ~|
E(secnnd)

EI(D means always redial)
D(D means always onling)

second (0 means not checked)

492

3]
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IPSec

OpenVPN

PPTP

L2TP

GRE

Certificate

VPN Log

FANJEERUT:

PPTP

L2TP

GRE

Certificate

VPN Lo

WP Setting

Certificate

# wPN > Certificate Management

f= Ccertificate Management

Group Kame

Import CA

Irnport Public Cert

Import Private Key

Import Peer Public Cert

Import CRL

}:acartpem

cacert.pe

l:llentCertpem

clientCert

}:IlemKey‘pem

123456 Clientiey,|

Iservercart.pem

servercer

f=2 Connection Management

VR301 [FIfF) IPSec fit &

iZ= IPSec Setting

Name:

IPSec Type:

Local WaN Interface:

Local Subnet:

Local 1ID:

iZ Phasel

IKE Encryption:

IKE DH Group:

iZ Phase2

ESP Encryphion:
PFS:

DH Group:

iZ advanced

Negotiation Mode:
DPD Detection:

Timeout:

2 Authentication

Use A Pre-Shared Key:

'= Use The ¥.509 Cert:

Group Name GA Public Gert | Private Gert Expired Date Operation
caCert.pe |clientCert.pe 2018-Mar- Edit | Download |
o ert m m clientkey-pem | o n7:03;014GMT Delete
[Test | Enable: | fes v
Met-to-Net * IPSec Role: Client b
| WAN ¥ | Peer WAN Address: 27.154.234.82
192.168.2.0 f/ 24 | Peer Subnet: 192.168.0.0 f 24
@033001 Peer 1D: @FG1000
| 30ES ¥ | IKE Integrity: |MD3 |
Group2(1024) ¥ | IKE Lifetime: 120 (120-86400sec.)
_3DES ¥ ESP Integrity: _hr'DS |
Enabled ¥ | ESP Keylife: 120 | (120-86400sec.)
| Group2(1024) v
Main Mode ¥ | IP Compress: Enabled A
_Enable-d ¥ Time Interval: &0 (Sec.)
_Eﬂ (Sec.) DPD Action: Hold b
Cert v
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FG100D ] WAN it &
SREL

= © pms EOBH wanl(90:6C: ACI32:26:F0)
e e
& )
" Fartiview e BEA O
=5 mg
- ES1 wEED
- EEN
© WAN HERE RIS HAHET ® B%% O DHCP O PPPoE O Dedicated to FortiaP
* DNS
- iR R 1P/PIEEHETE \27.154‘234‘52/255‘255.255.252 |
F o BE e
": EEHE HTTPS PING HTTR FMG-Access [ CAPWAP
Hooe EEARE
&) SSH O sumP [0 FCT-Access
] primes BahIPseciBl
DHCP fR&8 O =A
Z2is
| eaEm
HeMEHARIR &
0 RADIUS BEEEE ]
HehnE TPt o
b= [ 07255
%
Rk ® o TRA O © FER
oo & 38 |

FG100D [7] IPSec Fit B #% & 1

o] VPNEIE S
1] I

R & R
EEREXH

BHEM

@8 1Psec

15 - Forticlient (Windows, Mac 0S5, Android)

=]
By | site to Site - FortiGate
" PR O #%-ios ()
& @l ssL N
o e #5 - android (FH L2TR/Psec)

(@ %5 - cisco BRANE

[ site to Site - Cisco

l ‘ | B smsvenmss ceas) | ‘

FG100D [ IPSec it B &% K 1

HFE ipsec_test

10000 coneurrent user(s) will be supported

T T
E v X
IP fRa IPv4
EIEMR #ESAP v
Eo wanl {FortiGate1000.wani) v
EREE O
MAT E
{REFTTiE= 10 *
RN

FG100D [ IPSec fit B #% & 2
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EBEH
IKE
e

Mode

FF I
PalE=)

FG100D [F] IPSec fit B #; & 3

Phase 1 Proposal

nE

Diffie-Hellman 2

ER4TFeE F
ZFHID

v X
HHE v
ServerCert | &
@10z
O aggressive @ RESIDER
LEHH 1D v
> i
3DES v R MDE v
O2z1 Q=20 [J19 18 [J17 O 16
O D14 Os M2 O1
26400 =
FG100D

FG100D [] IPSec it B # & 4

Phase 2 Sele
HF#

ipsec_test

4% Phase 2
Jiilnk:

HE

At

Remote Address

¥ Advanced...

Phase 2 Proposal

o

ctors
A ibht Remote Address
192.168.0.0,/255.255.255.0 192.168.2.0,/255.255.255.0
ipsec_test
e
FH ¥ 192 1£8,0.0/255,255,255.0
TH ¥ 192 1£8,2.0/255,255,255.0
ek il
3DES v MF MDE v

RREEEN &
BHELEMRE (pPFe) M

Diffie-Hellman 4

O=21 Oz 0119 O O17 O 16

O O+ Os M=z O1
FihimO i
Remaote Paort i1
st e
BRERRETE [
E {HEHA(RY Akb) i v
b 43200 F-
A BH
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HMTTR
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I DIAView 3% 2/l 55 f#) PLC.

DYNE

e RS485

DIA View
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I
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AR BAS VFDO55CP43B-21 2 HE5 R
VFD370CP43B-21 | 7 A
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v DOP-B10S411 1 RIFR
DOP-B10E615 1 1K ZE 18]
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6.2 HIELEFLK VPN BN TR

6.2.1 &

XX WRAR, A2, mTEdRRA T SR B e 1M 2 S I 2 Fh
2 FEA R

(1 P duEARET I IEH 47

(2)  HHTHrA L8 1P /IREAHF, W] BEANE R — S PIE

(3) PP AL, 1 TT L BEAT 2k

(4) L) BOumHL EWNAL EARE G, AL EE
(5) L] WA AR LB =T 8

(6) Fr Atk im i e Bt AT ne

N T ik EIRERRT R A, SR T RRIE ) VPN L5 5

6.2.2 HMFR

A2 T R B R S A 1P, 28 i, VPN BREHUE B R VPN T4
AR o (BT R B, R OEM B A i )

i flzE ZHEE F i ETE
. B =

E :

L pran 3uT

6.2.3 FELH

(1) H&i& VPN HEER A B B KT RE, Se3C U 1 LIz 1P S By R A il 7t
(2) VPN BRBLEATI SIM R A LRI 28 TUAR, SR KPR BE ML 1 VPN AT ] (1
Ut
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