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VR-3001 STATUS NETWORK FIREWALL VPN INTERFACE SYSTEM

Network Status  net

vork information

Network

# STATUS > Network Status
Device

Connection

Log

Connection Type WAN /AN Mode DHCP

1P Address Network Mask

Gateway Address Primary DNS

Secondary DNS

LAN
LAN IP Address 192.16€.1.5
LAN1-Status Down LAN2-Status up
LAN3-Status Down LAN4-Status Down

Traffic Statistics

Cellular Link1-Sent 0 bytes Cellular Link1-Received 0 bytes
Cellular Link2-Sent 0 bytes Cellular Link2-Received 0 bytes
WAN-Sent 12582 bytes WAN-Received 83196 bytes

14
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A
o w
W' H - a H a A
a LAN H A
[ Internet WAN> R™ WAN TP 7 DNS
R [ “IP H w0000
[ Internet R SIM\ R w SIMV\  H” .
a AAPN AP H A
LAN H ~ IP Yyl @ LAN A upP * Down
“A
' Nae o H A
fi STATUS = Network Status
fE Connection
Connection Type WAN WAN Mode DHCP
IP Address 0.0.0.0 MNetwork Mask 0.0.0.0
Gateway Address 0.0.0.0 Primary DNS 0.0.0.0
Secondary DNS 0.0.0.0
= LAN
LAN IP Address 192.168.1.1
LAN1-Status Down LAM2-Status Up
LAN3-5tatus Down LAN4-Status Down
i= Traffic Statistics
Cellular Link1-Sent 0 bytes Cellular Link1-Received 0 bytes
Cellular Link2-Sent 0 bytes Cellular Link2-Received 0 bytes
WAN-Sent 0 bytes WAN-Received 0 bytes
T v P ) W JacPu a H A
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i STATUS = Device
i Basic
Device Type: Dx¥3001
Device Name: DX2001_DA90
S/M: DX¥L3001116140010
= Version
Hardware Version D¥3001
Release Date: 2016-03-14 04:28:44 PM
Firmware Version: D¥3001-0.8.1.2-2016-05-19
Upgrade Date: 2016-05-19 02:33:39
iE Resource Usage
CPU Usage: 6%
Total Memory: 121696KE
Memory Used: 093144KB
Memory Usage: 76%
SD Card Status:
SD Card Capacity: 0
SO Card Usage: 0
Device Type g
Device Name A t' VR301+ A _MAC+ # B o

S/N L

Hardware Version E o~
Release Date B i}
Current Version E r -

16
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Upgrade Date

) a
CPU Usage | crPu a
Total Memory U
Memory Used a o
Memory Usage F Oa \
SD Card Status - SD\
SD Card Capacity |SDV T U
SD Card Usage SDVT O a

d

3.1.3

1

W’ A’ - - A"y
37y

I "3

=
p>)

#i STATUS > Device Logs

Log Type

wInformative log

= Log Content

(Warning log (Debug log

Timestamp Content
May 19 - i
05:44:04 syslog.info syslogd started: BusyBox v1.22.1
May 19 user.info WATCHDOG[1488]: watchdog enabled!
05:44:12
31;_2_912 user.info SMSTrigger: [SMSTrigger:]SMSTrigger run in |/dev/ttyUSB1|115200| mode.
;1;_2_912 user.err SMSTrigger: [SMSTrigger:]0Open FIFO failed.FD value:-1|errno:2 | retry : 0!
;1;_2_912 authpriv.warn dropbear[1490]: Failed loading /etc/dropbear/dropbear_dss_host_key
21;_2_912 authpriv.warn dropbear[1490]: Failed loading /etc/dropbear/dropbear_ecdsa_host_key
May 13 authpriv.info dropbear[1536]: Running in background
05:44:12
May 19 . N . i, _
05-44:13 user.info collection: main.c(517)-main: argc=4
May 19 user.info collection: main.c(518)-main: Path: /var/collection
05:44:13
May 19 - F— : _main: E .
05-44:13 user.info collection: main.c(519)-main: File rotate: 20
May 19 - . . I .
05-44:13 user.info collection: main.c(520)-main: Interval: &5
May 19 . )
05:44:13 user.info gre_app: [GRE_APP] gre_app start ....

PREV

[3][4][s][wex]
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MY ne -~ WANo /LANo /SIMV A

~

Y @ o [ Internet £ néeg A Y T ® neg A

This page is used for setting up the connection priority. Router provide 3 links to connect to Internet,

include cellular network 1&2 and WAN, user can appoint the connect order in this page.

#i METWORK > Connection Priority

= Connection Priority

Primary Connection WAN
Secondary Connection Disable A

Tertiary Connection Disable v

I
-

Auto Detect Ping

Target Address 1 |114.114.114.114 ‘

Target Address 2

Dial Failure To Restart Disable -

o
o
o
o

Primary Connection

n e WAN

Secondary Connection

ne H Disabled

Tertiary Connection

ne 3 . Disabled

H~” LA L puo %oA Disabled

Target Address 1

18
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Target Address 1

H~

Dial Failure To Restart

~ -~

Y w Y b Disabled
3.2.2SIM\ 1
h SIMy 1~ A" "~ b * APN H
#i- NETWORK > Cellular Link1l
2 Cellular Link1
Cperator Auto ¥
ser Name | |
Password | |
APN |39net |
Authorization Mode Auto ¥

Dial-Up Number

Dial-Up Mode

Redial Interval

Redial Times

Max Idle Time

Connection Check Interval

Connection Check Times

“9H(UMTS/3G/35G) v |

|Alwa1,rs online v |

(seccnd}
EI{D means always redial)
EI{D means always online)

Esecund (0 means not checked)

MTU 1492

FA
Operator
Ty 7! : [T AUTO

19
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FA
, Auto: * " UM SIM\  APN H A
, Others: B VA i
User Name
7 I Otherl: v A APN -~ R
. & A ' N/A
a
Password
7 I Otherl: v A APN -~ R
“ a ' N/A
a
APN (Access Point Name)
7 [ Otherl: " a A SIM \ APNA
. 3gnet
Authorization Mod
7l Y fAutod iPAPO  FCHAPO A Auto
Dial-Up Number
7 I Otherl: " a A~ - *Q0#
Dial-Up Mode
v b
. Always online: G K A b ow R~
A
~ Always online
,  On-demand connection: [ Internet T AP
Manual connection: - B
Redial Interval
” 7 W - - a ul
" 30
L I L b
Redial Times
- “ 0 -
- 5
y I L I L b A
Max Idle Time
- . v -
. 180
R “ 0 b -
Connection Check Interval
- <y - .
. 60
t © 0 w A

20
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FA
Connection Check Times
[~ "0 5
MTU
g Dy 'H v ¥ 1492 1492
3.2.3SIM\ 2
& SIMV 1 Aa o A
3.2.4WAN
i NETWORK > WAN
IZ WAN Settings
WAN Mode DHCP »
IP Allocation Method
IP Address 0.0.0.0
Metwork Mask 0.0.0.0
Gateway Address 0.0.0.0
Faclket MTU 1500
(Don't change the settings unless really need to)
Retrieve DNS Address By:
Primary DNS 0.0.0.0
Secondary DNS 0.0.0.0
Description Default

WAN Mode

21
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Description Default
WANo -
- -7 wil- IP Lo IP
IP oo y IP DHCP
Lt IP AP W * h 1  (DHCP) IP
IP Allocation Method
0
: 0:t DHCP F+ -~ o 1P a a i
DHCP
H
, ’ : IP a a ’ " H
IP Address
P 0.0.0.0
Network Mask
LAN 0.0.0.0
Gateway Address
0.0.0.0
MTU
1500
Retrieve DNS Address By
} IP NA DNS } N
} N } IP NA DNS DHCP
t N
Primary DNS
~ h F IP 0.0.0.0
Secondary DNS
P 0.0.0.0
3.2.5LAN
LANIj NJ A P DHCP

22
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it NETWORK > LAN

i= LAN Settings

IP Address

|192. 168.1.1

Metwork Mask

|255.255.255.u

DHCP Server
Address Lease Time
First IP Address

Last IP Address

Enable +

Oneday v

192.168.1. |1uu |

192.168.1. |2m] |

o
\"
IP Address
LAN IP 192.168.1.1
Network Mask
LAN 255.255.255.0
DHCP Server
DHCP +F w "~ dvwur L L Enable
Address Lease Time
DHCP F Ne IP Chvul W LAl H
e LA One day
First IP Address
DHCP + 192.168.1.100
Last IP Address
DHCP F 192.168.1.200
STP
STP b O T aWa k €« Wa
v T A w | Enable
Y A

23
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DMZ . . URL

3.3.1 Basit -

b

SPI . Ping

i FIREWALL = Basic

= Basic Firewall Settings

. LAN SSH

WAN SSH

Firewall
WAN Ping |N0t response ¥ |
LAN S55H
WAMN SSH
v
Firewall
w77yl A LA Ty DDOS DA Enable
WAN Ping
0 Ping 9~ " v LI b LA Not
responded
LAN SSH
"H LAN SSH A LA LA Enable
WAN SSH
"H  WAN SSH VA | LA L Disable
3.3.2 DMZ

DMZ

24
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#i FIREWALL > DMZ

iE DMZ

DMZ Server

DMZ Host IP Address

\
DMZ Server
DMZ F T [ Lr A LA Disable
DMZ Host IP Address
DMZ h IP N/A
3.3.3 Port Forward
A P t

Dol Add A Portforward RuleL™ y v W o :
#i FIREWALL > Port Forward

Add A Portforward Rule
ID Service Name | Protocol Public Port | Server Port | Server IP Address
Dol Add A Portforward Rulel [ 1 A

# FIREWALL > Port Forward

2 Add A Portforward Rule

MNetwork Services
Service Name
Protocol

Public Port
Server Port

Server IP Address

TCRP/UDP ~

Single port ¥ (1~B5534)
Single pott ¥ (1~B5534)
192.168.1. I:l

25
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Description Default
Network Services
FCT v & ) Fou Customized
Service Name
0 F - a A -
1 Y N/A
- y ¥ 32 @ A
Protocol
0 \ ~ " vy I TCP/UDPL | TCPL | UDPLA TCP/UDP
Public Port
h = A ST FYy®w oL I o L
0 o W 1~65534 0 G G o A Single Port
T #a y o 1w ~
Server Port
d o
1 0 'YW o L - o 7 'YW o L
2. 0 I o L - o~ Y ® o L
[ o LA
3 Y% o L 3 o [Y® o::A
4 [ o Lt o o W VA A
0
11
Public Port Single Port ¥ ||1001 (1~65534)
Single Port
Server Port Single Port ¥ |80 (1~65534)
N:1
Public Port A Port Range v |[1001 -|1008 1-63334)
Server Port Single Port ¥ ||30 {1-63534)
N:N
Public Peort APort Range  » ||1001 -l1008 1-63534)
Server Port A Port Range v ||1001 _1~65534)
Server IP Addres
0 t FoIP A 192.168.1.*

26
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W A

TCP, UDP, TCP/UDP 1~65534 1~65534
TCP 20 21
TCP 80 80
TCP 23566 23566
TCP 6670 6670
TCP 1720 1720
TCP 119 119
TCP/UDP 1723 1723
TCP 23 23
TCP/UDP 27960 27960
TCP 6970 7170
3.3.4 Port Trigger
A A ! ADD A TriggerN
0 o A W o t A [ 0 o ¢
v W o 0 A

Dp I Add ATrigger RuleNl ™ y

i FIREWALL = Port Trigger

Port Trigger Port Trigger Timeout |20

Det Add A Trigger RuleN ,

Minute Add A Trigger Rule

[ n A

27
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# FIREWALL > Port Trigger

= Add A Trigger Rule

Service Name
Service User
Service Type

Trigger Port

Inbound Connection

Protocol Role
Begin Port
End Port

Status

Any address ¥
 Jueessy

|:| {1~65534)
|:| (1~65534)
[ ]

\"
Service Name
o 0 A 4 a /] 7s
3R2a A ! A
Service User
o 0 1 F - vIiyw LI kv LA Any Address
Service Type
- * " v I TCP/UDPL I TCPL I UDPLA TCP
Triggering Port
0 o7 o 1~65534. N/A
Protocol Role
Set up the protocol type for the inbound connection. TCP/UDP
Begin port
o 0 0 1~65534. N/A
End Port
- o o 1~65534. N/A
Status
0 . Lr LA Disable

28
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3.3.5 URL
URL A URL . 1P t Add An URL
AddressN URL

#i FIREWALL > URL Filter

URL Address Filter | Disable v | [Save|

Add An URL Address

D URL Address LAN IP Address Status
After clicking the t Add An URL AddressN , you will see the following page.
i FIREWALL > URL Filter
i= Add URL
URL Address
LAN IP Address |An1.r address ¥ |
Status Enabled ~
Description Default
URL Address
URL - www.baidu.comA
LAN IP Address
URL IP - 'Ky £ 1 L
R Any Address
[ LA
Status
L [ Lr LA Enable
3.3.6 MAC
MAC A MAC } Add A MAC AddressN
MAC A

29
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#i FIREWALL > MAC Filter

MAC Filter | Disable v | [Save|

Add A MAC Address

1D MAC Address Device Name Status
Dot Add A MAC AddressN A v [ A
#i FIREWALL > MAC Filter
i= Add A MAC Address
MAC Address
Device Name
Status Enabled -
\'
MAC Address
MAC A
Device Name
MAC A
Status
L I Lr LA Enable
3.3.7 IP
P A P . IP
} N IP
P G @ IP A [ Enable/Disablel QW

#i FIREWALL > IP Filter

IP Filter | Disable v | |Save|

Add An |IP Address

Source IP Source Port Range Of Destination Range Of
1D Address Range Range IP Address Destination Port Prot S
Dl Add An IP Addressl: [ 1 A

30
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#i- FIREWALL = IP Filter
i£ Add An IP Address
Source IP |An*_.r address ¥ |
Source Port |An*_.r address ¥ |
Destination IP |An*_.r address ¥ |
Destination Port |An*_.r address ¥ |
Protocol TCR/UDP -
Status Enabled v
Description Default
Source IP
IP . 'Ky LI YW Lr LA Any Address
Source Port
o 777 'Ky LY ® o LI o LA Any Address
Destination IP
P - 'Ky LI YW Lr LA Any Address
Destination Port
o T 7 Ky LT Y ® o LI o LA Any Address
Protocol
\ N v I TCP/UDPL I TCPL I UDPLA TCP/UDP
Status
L r Lr L I L A Enable
3.38 IP
h G t A " 10

31
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A BkIEeE > PEAhHER (NAT)

1D Zh{E AT Emzeal LR ik SE30 it | #1{E
1 SNAT Inside IP to IP 192.168.3.11 192,168.5.1 EE | M
2 DNAT Qutside IPto IP 192.168.5.1 192.168.3.11 wiE | BiEE
NAT Noy A " SNAT " DNAT
" ' SNAT/DNAT
§ SNAT R |~ R 3 W A
DNAT - p - [..
" * Inside/Outside
Insidé p A Outsidé
| IPto IP
\ \
G t” !
- G — !
3.4 VPN
B Qw VPN i IPsec OPENVPNPPTP L2TP GRE %o
VPN G W LR ~~ VPN v A
3.4.1 IPSec
7! IPSEC VPN& A
#i VPN > IPSec Setting
i Connection Management
NAT Traversal: Enabled v m
‘ ‘Name| Enabled ‘ Status ‘Local Interface‘ Local Subnet | Peer Subnet Operation

Dl ADD:

32
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#i VPN > IPSec Setting

IPSec Setting

Name: | | Enable: False v
IPSec Type: Net-to-Net v | 1psec Role: Client v
Local WAN Interface: | WAN v | peer waN Address: | |
Local Subnet: | 1/ || peer subnet: | Al

Local 1D: | | Peer ID: | |

2 Phasel

IKE Encryption: | 3DES v | IKE Integrity: | MD5 v |
IKE DH Group: | Group2(1024) v | IKE Lifetime: (120-86400sec.)

= Phase2

ESP Encryption: | 3DES v | ESP Integrity: | MD5 v
PFS: | Enabled v | ESP Keylife: (120-86400sec.)
OH Group: | Group2(1024) v |

2 Advanced

Negotiation Mode: | Main Mode v | IP Compress: | Enabled v |
DPD Detection: | Enabled v | Time Interval: E (Sec.)
Timeout: E (Sec.) DPD Acticn: | Hold v |

= Authentication

® Use A Pre-Shared Key: |

) Use The X.509 Cert:

Name
~ IPsec A H b - b 20 @ A
Enable
@ False
IPSec Type
IPSec b . iNet to Netd Net-to-Net
IPSec Role
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v
IPsec T -k [ Client I Serverl Client
Local WAN Interface
WAN o - W WAN o A WAN
Peer WAN Address
- P A
Local Subnet
~ "H IPsec A ' 192.168.1.0/24
Peer Subnet
~ "H A 192.168.7.0/24
Local ID
b
Peer ID
B
IKE Encryption
IKE ) A MDESQ fDESG MES(128bit)doand MES(256bit)o 3DES
1 A
IKE Integrity
IKE A AMD53HALdand BHA2(256)0 MD5
IKE DH Group
IKE . AGroupliGe8iUpP20 1024)
AGroup5 (filGr 306u)pol 4,20 &) 15 (B0 3 APp a6 ( 409 Group2(l024)
AGroupl74dndil@rdgwp 18(8192) 0
IKE Lifetime
IKE A 120~86400° 1 B ' A 120
ESP Encryption
ESP A fBDESQ FDESY FAES(128bit)d FAES(256bit)d 3DES
ESP Integrity
ESP A fMD505HAL0 MD5
PFS
F v« A W bw [P G H
A Enabled
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v
ESP Keylife
ESP | v 120~86400° {1 B A 120
DH Group
ESP . AGroupliG@68UpP20, 1024)
. . . . Group2(10
i Gr oupb5 (AlGr3o6u)pol 4,NG0 L&p 1G5, 008 Ap a6 (409 20)
AiGroupl7(B8GAENP18(8192)0
Negotiation Mode
IKE A A h A
h ' m G - h A
. 2 Main
' M G b Y
Ty 1 A
IP Compress
P Y ATy Enabled
DPD Detection
DPD A * DPDw ~ 0 DPD
p b IPSec v v O DPD ~ h- 0 Enabled
v IKE r A
Time Interval
DPD 60
Timeout
DPD A 60
DPD Action
DPD [ R " bA Hold
Authentication
Y PSK ", Y Cerf n” M A PSK
24a ooy ~ i A
3.4.2 OPENVPN
G OPENVPN & A | OPENVPN Cilent A
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# VPN = OpenVWPN

i Basic Settings

OpenVPN Mode

OpenVPN Server ‘

Port ‘1194 | Protocol |UDP v |
Tunnel Device ‘TUN ¥ | Encryption |Blowfish CBC v |
Advanced Setting ‘ Enable v |
LZ0 Compressicn ‘ Disable v | NAT | Disable v |
Local IP Address ‘ | MTU |15[]EI |
TCP MSS ‘ | TLS Cipher | Enable v |
Import TLS Auth Key | [ | #ntE |
{2 Authentication
® User: | | Password: |
) Use The X.509 Cert: | v
Description Default
OPENVPN Mode
OPENVPN  Clinetw A Disabled
OPENVPN Server
OPENVPN IP A
Port
OPENVPN PORT 1194
Protocol
\ a fJDPO TCP ArCPo UDP
Tunnel Device
) fTUNO fTAPO
TUN i W a2 3 : Ty i
EW - TonTy P A TUN
TAP i Wa K 3 : Ty i
EW - AN A
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Description Default
Encryption
- Blowfish CB G di A E128 CB C di A E192 Blowfish
CB Gt AE256 CB Candfi A ERR2 CBCo CBC
Advanced Setting
a A Disabled
LZO Compression
LZO 4 Disabled
NAT
NAT Disabled
Local IP Address
IP
MTU
T D y'H 1500
TCP MSS
TCP - P Ne
TLS Cipher
TLS(Transport Layer Security) %0 fAES-128 SHAO Disabled

and FAES-256 SHAO

Import TLS Auth Key

~ TLS
Import the authority key of Transport Layer Security

Authentication

W - 7 A

3.43 PPTP

@ Y PPTPVPNG A |, PPTP
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#i VPN PPTP
iE Basic Settings
PETP Mode Client ¥
PPTP Server
User Name
Password [ lUnmask
Obtain IP Aute v
IP Address 0.0.0.0
Subnet Mask 255.255.255.0
Gateway 0.0.0.0
DNS 0.0.0.0
Authorization Mode Auto ¥
MTU 1420 (576-1420)
Connection Check Interval 60 Sec(0 means not checked)
Connection Check Times 5
Connection Status Connecting

Save Cancel

PPTP Mode

PPTP b  ~

Client

Disabled

PPTP Server

PPTP P

User Name

PPTP
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Password

PPTP

Obtain IP

>

o 1P ATy =0 -

Auto

IP Address

PPTP

Subnet Mask

PPTP

Gateway

PPTP v

DNS

PPTP DNS +

Authorization Mode

fAutog iPAPO  FCHAPQ

Auto

MPPE

Disabled

NAT

NAT Network Address Translation™ w

Disabled

MTU

T ©° 4H

1420

Connection Check Interval

A [ Ty A0

w A 60

Connection Check Times

A [
w A

Connection Status

I

3.44 L2TP
L2TP VPR A |t

39

L2TP A




_ ~ - £

VPN g Y

#i VPN L2TP

i= Basic Settings

L2TP Mode Client ¥
L2TP Server
User Name
Password [Unmask
Obtain IP Auto ¥
IP Address 0.0.0.0
Subnet Mask 255 266 2650
Gateway 0.0.0.0
DNS 0.0.0.0
Authorization Mode Auto ¥
MTU 11460 | (576-1460)
Connection Check Interval 60 Sec(0 means not checked)
Connection Check Times 5
Encryption Disahle
Connection Status Connecting
Description Default

L2TP Mode
L2TP Y A Disabled
L2TP Server

L2TP + P A
User Name
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Description Default
L2TP F
Password
L2TP +
Obtain IP
o IP ATy S - A Auto
IP Address
PPTP
Subnet Mask
PPTP
Gateway
PPTP i
DNS
PPTP ” DNS
Authorization Mode
fAutoq PAPO fCHAPQ Auto
MPPE
MPPE" Microsoft Point-to-Point Encryption™ w Disabled
NAT
NAT Network Address Translation™ w Disabled
MTU
T D y'H 1460
Connection Check Interval
A [ © w A0 b w A 60
Connection Check Times
A [ Aoq b 5
w A
Encryption
L2TP A fDisabledg flUse a Pre-Shared Keyo
Disabled

flse the Certificatea

Input The PSK

“ PSK
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Description Default

Select The Certificate

nw W e

IPSec Peer ID

IPsec ID

Connection Status

[ vPN

3.45 GRE

Y W e
# VPN > GRE

>
i

<
>

GRE VPN & GRE

Tunnel Name‘status‘ Tunnel Interface Src IP/Mask Tunnel Interface Dst IP /Mask ‘ Peer Sulmet‘()peration‘ ‘

#i VPN > GRE

2 Tunnel Setting

Tunnel Name

Enable Tunnel

Tunnel Interface Src IP/Mask
Tunnel Interface Dst IP/Mask
Tunnel Based Src IP

Tunnel Based Dst IP

Peer IP Address/Mask

Tunnel Key

Connection Check Interval

Connection Check Times

| (option,0-4294967296)

=

| Sec.(0 means not checked)

(%)

Save Cancel

Tunnel Name

Enable Tunnel
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v 3 Yes

Tunnel Interface Src IP/Mask

IP

Tunnel Interface Dst IP/Mask

IP

Tunnel Based Src IP

WANo

Tunnel Based Dst IP

WAN o

Peer IP Address/Mask

Tunnel Key

i T - 0 [ 4294967296

Connection Check Interval

Connection Check Times

( 3

n:

Tunnel Based Src IP Tunnel Based Dst IP

Peer IP

Tunnel Interface Src IP/Mask Tunnel Interface Dst IP/Mask

3.4.6 Certificate -

@ G " IPsec OPENVPN i1 A

@i VPN > Certificate Management

£ Connection Management

‘ ‘ Group Name ‘ CA ‘ Public Cert ‘ Private Cert ‘ Expired Date Operation
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i VPN > Certificate Management

i= Certificate Management

Group Mame ‘ |

Import CA I ‘ ‘ F..4F

Import Public Cert I ‘ ‘ F

Import Private Key I ‘ ‘ F.H
Import Peer Public Cert I ‘ ‘ F o

Import CRL | | B A

Group Name

i A H b A
CA

~ CA n o
Public Cert

~ Public Cert n o

Private Cert

Private certificate o

Peer Public Cert

public certificate o

CRL

~ i, | ~ CRL

Password

Wae G W

Input the password about the certificate file if the file with a password

Expired Date

n »
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